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4 Preface

Preface

One thing is for certain: blockchain technology is one of the most hyped-up technologies of the
past decade. People were talking about how it was a digital revolution, a global phenomenon even
- one that would change how humans live and interact. Blockchains were going to dismantle the
concentration of power in the hands of large corporations with regard to the Internet. They would
enable individuals to own their data once again and in turn fix the Internet through the introduc-
tion of Web 3.0. And that was not all: cryptocurrencies were going to become an alternative to tra-
ditional currencies because they would not be controlled by central institutions like (central) banks
or governments. Hopes were raised that millions of people living in developing countries or nations
run by autocrats would be provided with access to a fair financial network that was steeled against
attempts at external control.

But what is the situation today? Blockchains are no longer being mentioned in the German govern-
ment’s digital strategy, trust in cryptocurrencies has been severely damaged after the collapse of
the cryptocurrency exchange FTX in November 2022 and criticisms of the economic, social, but
above all, the ecological sustainability of the technology are growing louder and louder.

Proof-of-work mining of new blocks, in particular, consumes vast amounts of electricity and mate-
rials. Critics see no real benefit in the technology justifying its expenditure of resources. Cryptocur-
rencies are considered too volatile to be used as a real means of payment and only serve as specu-
lative objects. Web 3.0 is even said to have ‘dystopian potential’ with regard to the ownership of
personal data and monetization thereof.! Allegedly, the blockchain is unsuitable for other applica-
tions because, for example, one of its core properties, immutability, conflicts with the “right to be
forgotten”, a defining aspect of the General Data Protection Regulation (GDPR), and thus with the
limitations of the ‘real’ world.

If we apply the theory of technology development according to the Gartner hype cycle?, blockchain
technology has now passed the Peak of Inflated Expectations and reached the Trough of Disillu-
sionment. But where are we heading? To answer this question and to help further crystallize what
blockchain technology can be used for along the Slope of Enlightenment, a sober and scientific
view on the benefits and the electricity consumption of blockchains is required. This, we hope, will
help to cool down the sometimes rather heated debates between advocates and opponents of the
technology and to determine what level the Plateau of Productivity will ultimately take.?

The present study focuses on one of these topics and provides a new, valuable basis for the discus-
sions around the electricity consumption of blockchains. This study contains a guide that makes it
easier to design blockchains in the most energy-efficient way possible and according to the
requirements of specific use cases. Our findings can serve as a basis for comparing the climate and
environmental impact of a blockchain as well as its other properties, such as performance and IT
security, with those of alternative network solutions, thus enabling an informed decision on what
technology to use.

1 As Dr. Malte Enegele stated during a Bundestag hearing on Web 3.0 and the Metaverse: https://www.bundestag.de/ausschuesse/a23_digitales/Anhoerun-
£en/921548-921548

2 https://www.gartner.com/en/research/methodologies/gartner-hype-cycle, last accessed on 07.08.2023

3 https://www.gartner.com/en/research/methodologies/gartner-hype-cycle, last accessed on 07.08.2023
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The guide to the electricity-saving design of blockchains is the result of intensive collaboration
with the staff of Fraunhofer FIT, for which we would like to express our gratitude. We also want to
extend our thanks to the Federal Ministry for Economic Affairs and Climate Action, which has fund-
ed this study.

We are convinced that the use of digital technologies is essential for the success of the ongoing
energy transition, but also for transformations in other sectors besides the energy industry. At the
same time, we advocate minimizing the power consumption of digital technologies. Therefore, this
publication is intended as a means to encourage a critical examination of blockchains, as well as
alternative network architectures, with regard to their impact on the climate, the environment,
and people on the basis of scientific criteria. Only in this way can the benefits of digitalization be
weighed against its ecological and social costs.
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Philipp Richard Moritz Schlosser
Head of Division, Digital Technologies and Start-up Ecosystem - Expert Digital Technologies -
German Energy Agency German Energy Agency



Executive Summary

Digitalization is one of the most significant technological, social,
economic, and political transformations of our time. This meg-
atrend has far-reaching implications for all areas of life. Digital
technologies are now essential to the vast majority of our indus-
tries, as well as to our coexistence in a global society. They are an
unprecedented tool for solving both new and long-standing
challenges. The downside, however, is not only social, but also
environmental, as energy consumption increases due to the
growing requirements for the underlying data infrastructure. In
addition, the digital economy is characterized by centralization
and the accumulation of power, which can pose a threat to open
markets and democratic systems.

Promises and Drawbacks of Blockchain Technology
Blockchain technology is often cited as a solution to this ever-in-
creasing consolidation of the Internet in the hands of a few indi-
vidual players. By design, blockchains provide a decentralized,
tamper-proof, and transparent way to store and exchange data.
This technology provides an alternative to centralized control of
data, whether in the financial sector, the technology industry, or
other areas where data is a critical asset. Because it distributes
control across the network, blockchain technology avoids data
silos and single points of failure, improving data security, availa-
bility, and network reliability compared to traditional data infra-
structures.

However, blockchain technology has faced significant criticism
for its high energy consumption. For example, Bitcoin, the most
prominent blockchain network, has become one of the largest
energy consumers in the world, consuming approximately 36
percent of Germany’s electricity. This has led to questions about
the sustainability of blockchain technology. It is important to un-
derstand that such high energy consumption is a feature of the
Proof of Work (PoW) consensus mechanism used by Bitcoin,
which creates trust in decentralized transactions by requiring a
significant investment in the form of electricity. However, there
are energy-efficient alternatives to the PoW consensus mecha-
nism, such as Proof of Stake (PoS). The smart contract platform
Ethereum moved its consensus mechanism from PoW to this
non-PoW consensus mechanism in September 2022, an event
also known as “The Merge”. As a result, the network’s electricity
consumption was reduced by 99.998 percent, proving that ex-
treme electricity consumption is not an inherent feature of
blockchain technology (Crypto Carbon Ratings Institute 2022c).
This means that electricity consumption can be reduced through
conscious network design.

6 Executive Summary

Addressing Gaps in the Literature

Despite the benefits of these developments, there are gaps when
it comes to leveraging new design decisions to reduce electricity
consumption. The existing academic and practitioner literature
provides some guidance on how to design to reduce a block-
chain network’s electricity consumption, but it focuses primarily
on the decision between PoW and non-PoW blockchains. As
such, it does not consider other design options that may impact
a network’s electricity consumption. In addition, the literature
does not provide the tools needed to analyze the use case for
which the infrastructure will be used.

Our study aims to fill these gaps in the literature. We begin by
identifying the requirements of a use case for its architecture, in-
cluding but not limited to reduced electricity consumption.
Based on our findings, we provide a set of guiding questions to
derive these requirements and develop a design guide for an
electricity-efficient blockchain network that meets the require-
ments of a given use case.

Identifying the Use Case's Data Infrastructure Requirements
(Chapter 2.1)

The study begins by deriving the data requirements of the use
case, which leads to the identification of five essential infrastruc-
ture requirements that define the minimum properties the infra-
structure must meet to be suitable for a use case. First, it must
provide a level of confidentiality that meets the specific needs of
the user and ensures protection from unauthorized data access.
Second, the infrastructure must maintain a specified level of in-
tegrity to prevent unauthorized modification or deletion of data.
Third, it must ensure a defined level of data availability to ensure
that systems are accessible and reliable. Fourth, the infrastruc-
ture should provide the necessary performance to ensure effi-
cient and timely processing and delivery of data to ensure the
seamless operation of the use case. Finally, the infrastructure
should be designed to minimize environmental impact, a factor
we address in this study by focusing on reducing power con-
sumption. While these requirements represent the minimum cri-
teria, exceeding them - for example, by providing higher levels
of integrity than required by the use case - can be beneficial,
provided all other requirements are met.




The data infrastructure is required to
ensure a certain level of ...

e,

Security

Ensure efficient and timely processing
and delivery of data to enable

seamless operations.

... and to minimize the
3 /; Environmental Impact
Focus on minimizing electricity
consumption to reduce the system's
ecological footprint.

fr) ... Performance,
A

Figure 1: The five requirements for the data infrastructure
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Guide to Designing an Electricity-Efficient Network
(Chapter 4.2)

The guide is divided into two stages: The first stage focuses on
thoroughly analyzing the application for which the data infra-
structure will be used, and the second delves into the network
design:

m Stage 1 focuses on a thorough analysis of the application for
which the data infrastructure will be used. We support this
process with questions tailor-made to cover the fundamental
requirements and boundary conditions of a use case for its
data infrastructure in a blockchain-based solution.

m Stage 2 delves into the network design, focusing on a permis-
sioned blockchain network. The multi-step process includes
verifying the suitability of a blockchain-based network, se-
lecting the appropriate blockchain type and associated plat-
form, and finally designing the permissioned network. The
previously established requirements and constraints support
the evaluation of different design options, help to under-
stand their influence on the properties, and ensure that the
final design provides an appropriate data infrastructure for
the use case.




Stage 2

Design (Chapter 4.2.2)
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Figure 2: The two stages of designing a blockchain network

Stage 1: Analysis (Chapter 4.2.1)

The first stage is to define the use case’s data infrastructure re-
quirements. These requirements must be considered from two
perspectives. The first perspective examines the fundamental re-
quirements of a use case, such as the expected transaction
throughput and the required availability of the system, and aims
to determine the characteristics that the final network design
must provide. The second perspective establishes constraints that
limit the available design options by eliminating impractical or in-
appropriate design choices. For example, the number of collabo-
rating organizations may limit the maximum number of nodes and
thus the size of the network. More information on how to analyze
the use case and the guiding questions to help guide the analysis
can be found in Chapter 4.3.

Stage 2: Design (Chapter 4.2.2)

Step 0: Verification of Blockchain Technology Suitability
Before proceeding with the design of a blockchain network, it is
critical to ensure that blockchain technology is the right fit for the
use case by considering both the advantages and disadvantages
of decentralization compared to a centralized infrastructure. While
decentralization offers benefits such as increased transparency,
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If blockchain type ==p. —
If blockchain type == pl.

Hyperledger Indy

Blockchain
Framework

immutability, and trust, it also introduces complexity and opera-
tional challenges, for example, higher electricity consumption,
since the operation of the data infrastructure is distributed along
multiple nodes.

Step 1: Selection of Blockchain Type

The next stage is determining which blockchain type, permis-
sioned or permissionless, is most appropriate for the use case.
Again, the model developed by Hunhevicz and Hall (2020) pro-
vides a valuable starting point, focusing primarily on whether all
participants are known and the degree of needed audibility, espe-
cially by public transparency of all transactions. In addition, we
highlight the decision model proposed by Belotti et al. (2019),
which also considers the trade-offs between the different proper-
ties of a blockchain network.

Step 2: Identification of a Suitable Blockchain Framework
When considering the option of a public permissionless block-
chain network, it is important to note the changing landscape re-
garding Proof-of-Work (PoW) networks. Ethereum’s switch from
PoW to Proof-of-Stake (PoS) has raised questions about the



relevance of PoW networks for inter-organizational data exchange.
PoW networks consume significant amounts of electricity for con-
sensus, which conflicts with minimizing environmental impact.
PoS-based networks supporting smart contracts offer a more rea-
sonable choice for public networks. It is essential to review rele-
vant literature and recent developments, such as studies by Grabe
et al. (2020), Kubler et al. (2023), and Dena (2019), to make an in-
formed decision on the blockchain type.

If a permissionless blockchain network is selected, the next step is
to identify the most suitable one. Use existing networks with nec-
essary security and credibility. Refer to Grabe et al. (2020), Kubler
etal. (2023), and Dena (2019) for overviews of relevant factors and
platforms. For permissioned blockchain networks, choose a plat-
form that meets specific use case needs. When considering per-
missioned networks, note that they offer the flexibility to design
the network specifically for the needs of the use case, while main-
taining an electricity-efficient design. Several frameworks are
available for this type of blockchain, such as Quorum, Hyperledg-
er, and Corda, which offer unique features and functionality, each
with its advantages and disadvantages (Capocasale et al., 2023).

Step 3: Designing a permissioned blockchain network

The design of a permissioned blockchain network is a critical step
in creating a network that effectively meets the specific require-
ments of the use case. This phase involves making thoughtful de-
sign choices to ensure that the network has the desired properties:

m Ensuring the appropriate level of data confidentiality is a
vital consideration in the network design process. Blockchains
are inherently transparent, making confidentiality a complex
challenge. This challenge can be addressed through the em-
ployment of design option that limit data access to authorized
participants by using a permissioned network, leverage pri-
vate channel capabilities in permissioned networks, or employ
techniques such as data encryption or zero-knowledge proofs
to obfuscate data while maintaining its confidentiality.

= Maintaining data integrity requires an appropriate consensus
mechanism tailored to the network participants and security
requirements. In permissioned blockchains, consensus mech-
anisms based on Proof-of-Authority (PoA) are commonly used,
as there is no need for Sybil resistance due to the participants
being known. The flexiblity of PoA allows for design choices
such as assigning voting rights to highly trsted participants or
balancing crash fault tolerance and Byzantine fault tolerance.

= Ensuring the availability of data and services is achieved
through careful design of the network structure. Decentraliza-
tion is essential in achieving availability by distributing func-
tionality across multiple nodes, reducing dependency ona
single node, and avoiding single points of failure. Specifically,
the number of nodes should be set appropriately to achieve
the desired reliability. In addition, hosting nodes with different
providers in different geographies reduces risk and increases
the resilience of the network.
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m Performance includes network throughput and latency. Ad-
justments to block sizes, block times, and network latency can
directly impact network performance. However, balancing
performance and other characteristics is essential, as exces-
sive settings can compromise reliability and other network
characteristics. Transaction complexity must also be consid-
ered to avoid overloading network nodes with redundant
computations.

= Minimizing environmental impact requires design choices
targeted at reducing the consumption of resources such as
electricity and computing hardware. This can be done by
avoiding oversizing the network and making conscious deci-
sions in favor of data centers that are committed to electricity
efficiency, electricity-efficient hardware, and sustainable net-
work infrastructure. Our toolbox provides help to identify the
appropriate design choices.

Toolbox for designing electricity-efficient blockchain
networks (Chapter 4.3)

Our toolbox provides a comprehensive set of tools for reducing
electricity consumption in non-PoW networks. By using these
tools, network designers can adapt their systems to meet the re-
quirements of electricity-efficient use cases. To address the chal-
lenge of electricity optimization, we have mapped the tools to the
associated main trade-offs, allowing network designers to assess
their applicability and ensure comprehensive analysis.

The integrity of a blockchain network, which involves immutable
data storage, relies on various cryptographic techniques and the
associated consensus mechanism, which requires communica-
tion between all participants. To reduce electricity consumption,
our tools aim to reduce communication and computation com-
plexity: While the rate of fault tolerance and type of fault toler-
ance design choices are related to the consensus mechanism, the
introduction of execution sharding involves dividing the network’s
consensus process into several separate shards.

Data and system availability in a blockchain network is primarily
facilitated by decentralization. The following tools reduce the de-
gree of decentralization in various aspects and thus also minimize
redundant computation. One approach is to decrease the number
of nodes, directly reducing electricity consumption. Serverless
blockchains are another form of centralization, offering high
availability but introducing potential outage risks associated with
these providers. In addition, rollups and data sharding introduce
a degree of centralization within subsets of the network. Rollups
consolidate the processing of specific transactions to a single
node operator, while data sharding restricts data storageto a
group of nodes.



The performance of a non-PoW network is closely tied to the computational load that each node must handle, which directly affects its
electricity consumption. The toolbox provides tools to recalibrate the maximum throughput by adjusting block size and block time,
which directly correlates to a nearly linear decrease in computing and storage utilization. Similarly, minimizing transaction com-
plexity directly affects the computation a node must perform.

Introduce execution
sharding

Use crash fault
tolerance *

Set rate of fault
tolerance to an
acceptable minimum

Set the number of
nodes to the
acceptable minimum

Reduction of the Introduce serverless
electricity used blockchain

by all partici-
pants that store
the network and
verify new
transactions

Availability

Introduce rollups

Introduce data
sharding

Set block size to the
acceptable minimum

Set block time to a

feasible maximum Performance

Set transaction
complexity to the
feasible minimum

9 The asterisk marks those design options, which can only be used in a permissioned network

Figure 3: Tools for designing an electricity-efficient non-PoW network as identified by the study
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Recommended actions

Based on the results of the study, we present several suggestions
for different stakeholders to promote the electricity efficiency
and sustainability of blockchain technology:

m As our study does not cover all aspects of blockchain tech-
nology electricity consumption, we encourage researchers
to explore these areas further. Specifically, they could assess
the potential electricity savings of the design tools we identi-
fied or develop new methodologies to improve the electricity
efficiency of a blockchain. We also encourage the develop-
ment of new frameworks to compare different forms of data
infrastructure, allowing for a more comprehensive view of
their relative efficiencies. Finally, cross-disciplinary research
could help bring different perspectives on the electricity effi-
ciency, potential uses, and benefits of blockchain technolo-
gies and determine the circumstances under which addition-
al usage may be justified.

m Standards organizations and policy makers could use the
results of this research to advance standardization, bench-
marking and regulation for blockchain technology. This
could include metrics for the electricity consumption or car-
bon emissions associated with different blockchains, allow-
ing companies or organizations using the technology to cal-
culate their carbon footprint. This work can also be used to
evaluate blockchain applications, especially in comparison
to alternative data infrastructures.

m Blockchain framework developers should also consider the
electricity consumption aspect of their software. In doing so,
they can incorporate features directly aimed at reducing the
amount of electricity consumed. Furthermore, they could
contribute to the overall sustainability of blockchain technol-
ogy by providing practical guidelines for electricity-efficient
designs and creating tools for users to monitor the network’s
power consumption.

m Both users and operators of a blockchain-based network
should consider various aspects of environmental impact,
such as electricity consumption or carbon emissions when
choosing a network. Our study allows for such conscious net-
work design. Our study shows that conscious network design
can reduce these impacts while ensuring suitability for spe-
cific use cases. In this way, users and operators can take ad-
vantage of the decentralized infrastructure while enhancing
the environmental sustainability of their operations. We also
suggest that users demand transparency from network oper-
ators about their electricity consumption. This would not
only enable an informed choice of networks but also incen-
tivize developers to consider electricity consumption as a
priority.

11 Executive Summary

The actions recommended above should be taken collaborative-
ly by the different stakeholders, rather than individually. Further
research will certainly fill any remaining knowledge gaps.
However, researchers will need to consider the demands of
standards organizations and policy makers. Moreover, block-
chain framework developers as well as the operators and users
of the resulting networks have a unique ability to deliver invalu-
able insights into the applicability, limitations and remaining
shortcomings of tools and regulations for the energy-efficiency
of blockchains. We, the German Energy-Agency, hereby encour-
age all stakeholders who have the power to influence the elec-
tricity consumption of blockchains in any way to participate in
an ‘alliance of the willing’ and to join in a coordinated effort to
maximize the sustainability of blockchain technology. Such an
alliance requires an appropriate ecosystem connecting the
different stakeholders, which we would gladly support by acting
as an intermediary and organizing the required formats and
forums.
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Digitalization - A megatrend

The process of digitization, or digitalization, is one of the most
significant technological, social, economic, and political trans-
formations of our time. This megatrend has far-reaching implica-
tions for all areas of life. Digital technologies are now essential to
the vast majority of industries, as well as to our coexistence in a
global society. They are an unprecedented tool for solving both
emerging and long-standing challenges. However, these advanc-
es come with drawbacks, including psychological health risks
associated with high social media use as well as further centrali-
zation of the digital economy, posing potential threats to market
accessibility and democratic systems. Besides many beneficial
implications, digitalization also has less favorable effects. Stud-
ies have shown that high social media consumption can impair
emotional health and increase the risk of depression, anxiety,
loneliness, self-harm, and even suicidal thoughts*.

Furthermore, the digital economy is characterized by increasing
centralization and accumulation of power, with a small number
of large companies controlling a significant share of the market.
This concentration of power in the hands of a few organizations
creates a high level of dependency on these entities, which not
only poses a threat to market accessibility and individuals’ data
sovereignty, but also creates a single point of failure. In such a
scenario, the malfunction or collapse of one of these organiza-
tions can have far-reaching effects.

This trend toward centralization underscores the need for a
more decentralized data infrastructure that is less dependent on
these central actors, but as we transition to these decentralized
systems, we must consider their rising environmental impact. In
the last ten years the data center capacity in Germany increased
by 90 percent®. The annual growth rate of mobile data volume
transmitted was 23 percent in 2022° and the global number of
devices connected to the internet (loT-devices) is forecasted to
increase by about 75 percent from 16.4 billion to 29.7 billion be-
tween 2023 and 20277. This surge of computational power, data
transmission, and interconnected devices is accompanied by an
increased consumption of resources such as rare earths, steel,
copper, water, and energy for manufacturing as well as electrici-
ty for the operation of the digital infrastructure.

Saving energy to contain climate change

On December 12,2015, 195 nations committed themselves to
mitigating climate change and limiting the global temperature
rise to preferably 1.5°C as compared to the pre-industrial era. In
order to reach this goal, the amount of climate-damaging gases
emitted must not be larger than what is absorbed by carbon
sinks. One of the major measures to decrease greenhouse gas
emissions is the decarbonization of the energy sector or as it is
called in Germany: The Energiewende (‘energy turnaround’ or
‘energy transition’).

An essential key to a successful energy transition is replacing
carbon-intensive fossil energy sources with renewable energies
like hydroelectric, solar, wind, and geothermal power. This re-
placement requires extensive investments and restructuring of
the energy system. Moreover, renewable energy potentials are
limited. Therefore, the second pillar of the energy transition is
reducing net energy consumption, which is either pursued by
forgoing usage of energy (sufficiency) or its improved usage (effi-
ciency). Thus, a high share of energy free from greenhouse gas
emissions in the energy mix can be achieved and the economic
burden reduced, all according to the principle: The cheapest
kind of energy is the one we do not have to produce.

The European Union aims to reduce primary energy consump-
tion by more than 40 percent compared to its 2007 projections.
Achieving this ambitious goal requires efforts across all indus-
tries and areas of life. The options for reducing primary energy
consumption range from the modernization of power plants to
innovative industrial processes to improved building insulations
and more energy-efficient appliances. Likewise, there are many
ways to reduce the amount of energy needed to operate digital
infrastructures.

One starting point would be to increase the energy efficiency of
the digital infrastructure itself. For example, the operation of
server infrastructure generates large amounts of waste heat that
can be used for district heating. Another approach is to influence
the energy consumption of digitalization through the conscious
design of digital applications. For instance, personal computers
and mobile phones have long provided the option to reduce the
screen brightness or to switch to an energy-saving mode, which
terminates superfluous processes and throttles the processor
power. Additionally, decisions on data administration, data
amounts and data redundancy directly influence the extent of
the required hardware and its energy consumption.

Blockchain and the debate on its energy consumption
Blockchain technology was conceived to enable decentralized,
tamper-proof, and transparent data storage. By distributing
data, the technology avoids data silos and single points of failure
and, thus, ought to improve data security, data availability and
the reliability of the network in comparison to traditional net-
works. Generally, the operation of databases or the execution of
digital financial transactions is the responsibility of central enti-
ties such as banks, companies or public institutions, which net-
work users are reliant on. Establishing the integrity of a digital
service is key in order to win customers. One possibility to ensure
the trustworthiness of a system, is for system owners to install
independent control bodies, which, for example, can be formed
through democratic processes. However, in the absence of dem-
ocratic structures or the presence of general mistrust, block-
chains offer an alternative to centralized solutions. In the case of
blockchains, consensus mechanisms establish the trust in the
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https://iot-analytics.com/number-connected-iot-devices, accessed 08.08.2023

Introduction

https://www.helpguide.org/articles/mental-health/social-media-and-mental-health.htm, accessed 08.08.2023
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correctness of the stored data. Therefore, central entities and
even the mutual knowledge and trust of the network partici-
pants can be foregone.

The first use case for the blockchain-technology - the cryptocur-
rency Bitcoin - was launched in 2008. Ever since, it has become a
major object of speculation, but also one of the largest energy
consumers in the world. Its annual electricity consumption
amounts to 205 TWh, equivalent to about 36 percent of Germa-
ny’s electricity consumption (Cambridge Centre for Alternative
Finance 2022). Criticism of the electricity consumption of the Bit-
coin blockchain is often formulated as a general criticism of the
electricity consumption of all blockchains. High resource costs
are an inherent feature of the Proof-of-Work (PoW) consensus
mechanism used for the Bitcoin cryptocurrency. Trust into trans-
actions executed decentrally is created by the investment of
large amounts of electricity. However, more electricity-efficient
alternatives to PoW-consensus mechanisms exist, which utilize
another scarce resource instead of electricity in order to ensure
consensus. In the case of the Ethereum blockchain, a certain
amount of the native cryptocurrency Ether has to be deposited
in order to participate in the block creation and is retained in
case of failures or malicious actions.

The smart contract platform Ethereum switched its consensus
mechanism from PoW to the non-PoW consensus mechanism
Proof of Stake (PoS) only in September 2022, an event also
known as ‘The Merge.’ As a result, the blockchain’s electricity
consumption was reduced by 99.998 percent (Crypto Carbon
Ratings Institute 2022c). Apparently, the choice of the consensus
mechanism substantially influences the electricity consumption
of a blockchain. However, non-PoW blockchains have also been
criticized for their increased electricity consumption in compari-
son to centralized systems due to the redundant data storage
and execution of transactions. In the last several years, various
methods were developed in order to reduce e.g. redundancy,
transaction complexity or the size of the hardware required. The
resulting tools were initially conceived in order to increase the
blockchain’s throughput but can also be used to decrease their
electricity consumption. Unfortunately, many of these methods
lead to conflicts between reducing the environmental impact of
a non-PoW blockchain and other aspects, like the security and
performance of the system. Consequently, blockchains need to
be designed consciously, taking into consideration the resulting
trade-offs in order to make sure that the electricity consumption
is minimized while the other requirements of the use case on the
network are also satisfied.

Existing guidance for blockchain design

A widely accepted description of the conflict between different
aspects of blockchain technology was introduced by Vitalik
Buterin®, the founder of Ethereum, in 2017 in a blog article that
covered the concept of sharding. According to Buterin, the idea

of the “blockchain trilemma” encompasses the aspects of de-
centralization, security, and scalability, which are described as
binary - an aspect is either fulfilled or not. The central claim is
that blockchain designs could only meet two of the three re-
quirements. For example, both Bitcoin and Ethereum were con-
sidered to be decentralized and secure, but not scalable (more
nodes did not mean higher throughput) and having low through-
put, typically only a few transactions per second.

Despite its lasting popularity, the Blockchain Trilemma is not ap-
plicable to the use-case-specific design of blockchains. Due to
new methods meant to improve the scalability of blockchains,
the design process of blockchains is no longer bound to binary
decisions between the fulfillment or non-fulfillment of different
aspects but takes place on a much more fine-grained spectrum.
The Blockchain Trilemma was not conceived to portray this field
of tension, in which network solutions can be placed today.
Moreover, the classic trilemma only considers the integrity or
rather the resistance of a network against malicious takeovers. It
is technology-focused and neglects other security aspects im-
portant for use cases, like the liveness of a system and the avail-
ability of its data. Lastly, no consideration is given to a system’s
electricity consumption. In order to allow for a conscious, en-
ergy-efficient design of blockchains, the requirements of any
given use case on its network solution have to be revised and
their interconnections must be described in a way that ac-
counts for the various design parameters of blockchains.

The academic and practitioner literature offers some guidance
for the conscious design of blockchains. Hunhevicz and Hall
(2020), Wiist and Gervais (2018) and Beck (2019) provide a suita-
bility check of the blockchain technology for a given use case
and offer support in choosing the right blockchain type (permis-
sioned or permissionless, private or public). Examples of publi-
cations explicitly concerned with the electricity consumptions of
blockchains are Ramesohl et. al. (2021), EU Blockchain Observa-
tory (2021) and Reetz (2019). They mainly focus on the decision
between PoW and non-PoW-blockchains and only Rameseohl et.
al. (2021) briefly discusses other design options suitable for re-
ducing electricity consumption, such as sharding or side chains.
What the publications have in common is that they demand a
use-case-specific decision for or against the usage of blockchain
technology, as well as the blockchain’s ultimate design. Howev-
er, they do not offer guidance for the analysis of use cases or tan-
gible application examples. To sum up, the literature lacks an
in-depth analysis of the various options for the energy-effi-
cient design of blockchains that accounts for the entirety of
its requirements and their interdependencies beyond the
choice of the consensus mechanism. Additionally, the exist-
ing literature is not sufficiently use-case-oriented. A use-
case-centered approach could greatly facilitate the applica-
tion of the guidance provided.

8 https://vitalik.ca/general/2017/12/31/sharding_faq.html, accessed 08.08.2023
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1.1  Objectives

The central goal of this publication is to close the existing gap in
the literature and thus expand the available guidance for the
energy-efficient design of blockchains. Moreover, we aim to

enhance the understanding of a blockchain’s design parameters,

its electricity consumption, its further characteristics, and their
interdependencies. As a result, the study will enable more effi-
cient use of blockchain technology and all its potential while
minimizing its electricity consumption.

To achieve these goals, the first question this publication ought
to answeris:

m What are the possible requirements of a use case on its
blockchain, besides minimal electricity consumption?

To extend the existing guidance, the core element of this study is
to develop a guideline for the electricity-efficient design of
blockchains that takes into account the requirements identified
by the first question and also answers the following two questions:

m How can the requirements of a specific use case on its block-
chain and the boundary conditions for its design be deter-
mined?

m How can a blockchain be designed to satisfy its use case’s
requirements and minimize its electricity consumption?

Due to the potentially higher electricity consumption of block-
chains in comparison to centralized databases, the deployment
of this technology has to be use-case-specific and well thought
out. The assessment and the comparison of the usefulness and
the environmental impact of blockchains and their alternatives
is not part of this publication. However, the guidance provided
here will enable the electricity-efficient design of blockchains
and thus the conscious, well-founded and appropriate deploy-
ment of network solutions in a way that accounts for its use
case’s requirements and its social, ecological, economic and
environmental consequences.

Introduction

1.2 Research Methodology
In order to answer the questions described in the last chapter,
we applied a three-part approach:

m asystematic literature review,
m expertinterviews, and
m expert workshops.

By combining these methods, we aimed to gain comprehensive
insights into the topic, identify knowledge gaps (cf. Webster and
Watson 2002), and develop a guidance framework for designing
an electricity-efficient data infrastructure based on blockchain
technology.

Literature Review

We conducted a systematic literature review (SLR), following the
recommendations of Kitchenham et al. (2009), to gather knowl-
edge on the environmental impact of blockchain networks. We
searched six well-established databases (AlSeL, IEEE Xplore, Na-
ture, ScienceDirect, SpringerLink, and Web of Science) and the
ArXiv and SSRN preprint databases using multiple synonyms for
the keywords “blockchain”, “cryptocurrency”, and “sustainability”.
This search yielded approximately 7,000 articles, which we
screened for relevance based on titles, and, finally on a full text
basis. We considered publications that addressed the electricity
consumption of blockchain technology or provided approaches
to reducing such consumption and also included papers more
generally aimed at improving blockchain efficiency. After
applying our exclusion criteria, 95 relevant publications were
identified. We conducted a snowball search (forward and back-
ward searches), including gray literature from practitioners,
which resulted in 10 additional sources. In total, we included 105
publications in the final review.

Expert Interviews

Building on the findings of the systematic literature review, we
conducted expert interviews with practitioners and academics,
all of whom have published in the field of blockchain technology.
These interviews allowed us to delve deeper into specific issues,
gain valuable insights, and validate our understanding of the
topic. In addition, the expert opinions helped fill gaps we had
identified in the literature and provided us with practical knowl-
edge to support our findings.

Workshops with Experts

To further refine our understanding and generate actionable
solutions, we organized two workshops with experts from
diverse backgrounds, including blockchain developers,
researchers, and consultants. In the first workshop, we dis-
cussed the myths surrounding the electricity consumption of
blockchain technology to lay the groundwork for developing our
framework. In the second workshop, we collaboratively explored
approaches to designing a decentralized data infrastructure and
validated the guidelines presented below.
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Figure 4: The three methodological pillars of the study

1.3  Study Structure

In Chapter 2, we offer some theoretical background on the topics
of data governance and blockchain, which provides the theoreti-
cal foundation for the rest of the study. Then, in Chapter 3, we
present the current state of knowledge on blockchain electricity
consumption through our literature review and then provide a
visual representation of the parameters that influence the elec-
tricity consumption of a blockchain network. In Chapter 4, we
present our guide and toolbox for designing electricity-efficient
blockchain networks. Chapter 5 presents case studies in which
we apply our toolbox, and finally, Chapter 6 concludes the study.
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s of the use case, provid-
at properties the underlying data in-
frastructure must provide. We then explore the fundamental
concepts of blockchain technology, providing an understanding
of how the technology can be applied to meet the use case’s re-
quirements.

2.1 Data Infrastructure

The phenomenon of digitalization has increasingly highlighted
the importance of data management and the design and imple-
mentation of data infrastructures. This focus not only recognizes
the importance of data, but also underscores the dynamic evolu-
tion of different types of data infrastructures that must respond
to the development of new use cases and their ongoing demands
on the data infrastructure. In the following, we explore this
interrelationship between use cases, data, and ultimately their
data infrastructure requirements.

Data as a Crucial Component of Use Case

Understanding the importance of data in various use cases re-
quires recognizing it as a strategic asset. Because data does not
have a value of its own, organizations need to focus on the value
it adds in achieving the specific goals of the use case. For exam-
ple, data can drive functional requirements, enable data-driven
actions, or support informed decision making within a particular
use case. A well-designed data infrastructure is critical for this
(Khatri and Brown 2010), as it ensures that the data can be used
as intended by the use case and thus helps the use case realize
its full potential.

Use Case and Data Infrastructure

The data infrastructure, consisting of hardware, software, and
network layers, is the foundation of any digital use case. It acts
as the backbone that allows for the processing, storage, and
management of data specific to the functional needs of the use
case. Each layer impacts the overall functionality, and all
elements must be considered as a complete unit. For example,
implementing redundant network infrastructure increases
network resiliency, while deploying high-performance hardware
can improve the amount of data processed.

The relationship between the data infrastructure and the use
case is bidirectional, with each enhancing the capabilities of the
other. The specific requirements of the use case drive the essen-
tial properties and functionalities required of the data infrastruc-
ture, enabling new capabilities and opportunities for generating
and consuming data within the use case. At the same time, as
the use case evolves to include higher volumes of data or the
need for advanced collaboration capabilities, it introduces new
requirements and considerations that must be addressed in the
design and implementation of the data infrastructure (Weill
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. Therefore, the alignment between data infrastructure and
the use case is critical to ensuring successful implementation
and achieving the intended results. By understanding and ad-
dressing the specific requirements of the use case, organizations
can establish an efficient way to handle data and thus meet the
data’s requirements (Abraham et al. 2019).

Designing Data Infrastructure Based on Use Case
Requirement

One approach to deriving data infrastructure requirements is to
analyze the requirements of the data itself, as outlined by Panian
(2010). These requirements include various aspects such as
accessibility, availability, consistency, verifiability, and security.
Satisfying these aspects ensures data quality, which makes the
data consistent with its intended use and thus ensures the
functionality of the data for the use case.

A specific level of information security must be met to ensure
that an organization’s data is stored and processed securely. A
common framework for deriving IT security requirements is the
CIA Triad, which effectively addresses the primary security
aspects related to data handling and the underlying IT systems.
The security requirements for the IT infrastructure are therefore
structured around three core principles: Confidentiality, Integri-
ty, and Availability of the data (Samonas and Coss 2014). This
straightforward approach makes the model universally applica-
ble and suitable for various industries and organizational con-
texts. Its flexibility allows for easy adaptation to new situations
and technologies. As a result, this framework provides a solid
foundation for intuitively deriving the properties an infrastruc-
ture must possess to meet the specific security requirements
dictated by the use case.

Based on the principles, three use case requirements can be
defined for the IT infrastructure. Depending on the data, the use
case defines a specific level for each of these as a requirement:

m Confidentiality requires that data is protected from unau-
thorized access. Depending on the use case, the required
level can range from protecting general information to
restricting sensitive data.

m Integrity refers to the required protection of data against un-
authorized modification and deletion, and ensuring that in-
formation is complete and accurate. The required level can
vary from allowing minor inaccuracies to requiring absolute
accuracy.

= Availability focuses on accessibility and reliability of the
infrastructure so that users can access data and services
when needed. Levels of availability can be derived, ranging
from non-time-sensitive access to immediate, critical access
to data and services.



In addition to meeting IT security requirements, the data infra-
structure must provide a certain level of performance. It must
be able to consistently process and respond to requests regard-
less of system load, as timely and reliable access to data stored
in the infrastructure is critical to the proper execution of process-
es. Performance can be described by two metrics: throughput,
which describes the transactions performed within a given peri-
od and may vary based on load peaks (e.g., more transactions
during working hours), and latency, which indicates the time
between requesting and processing a task (KannengieRer et al.
2021; Sedlmeir et al. 2021a)°. Specifically, time-critical use cases,
such as real-time data processing, can be affected by latency
and may therefore have special requirements in this area. For
instance, a healthcare application that involves real-time patient
monitoring requires low latency to ensure timely updates and
alerts. A high-throughput e-commerce platform, on the other
hand, needs to handle a large number of transactions during
peak shopping periods without experiencing performance bot-
tlenecks. In addition, the potential growth of requirements over
time must be taken into account. Therefore, the performance
should meet today’s requirements and provide enough flexibility
to allow the organization to respond adaptively to future situa-
tions (Abraham et al. 2019).

Minimizing the environmental impact of IT systems is the final
requirement for designing an IT infrastructure. As more data is
stored and processed, the need for hardware increases, as does
the direct environmental impact. Data centers, which house
servers and other integral components of the IT infrastructure,
are substantial consumers of electricity. The International Ener-
gy Agency, in their 2020 report, disclosed that data centers and
data transmission networks collectively devoured approximate-
ly 200 TWh of electricity. This figure accounts for around 1% of
global electricity use. The environmental impact goes beyond
the electricity needed to operate these systems. A comprehen-
sive perspective should also include, among other things, the
manufacturing process and recycling of hardware, as IT equip-
ment production requires raw material extraction and process-
ing. In addition, the ongoing technological advances are short-
ening the lifespan of used hardware, and improper recycling
often results in e-waste, exacerbating the environmental impact.
Although we recognize these multiple facets of environmental
impact, the focus of this study is on the electricity consumption
of the infrastructure, due to its immediate and measurable effect
on operations.

A use case outlines five key requirements that a data infrastruc-
ture must meet (Figure 5). First, it must meet the required levels
in confidentiality, integrity, and availability. Second, it should
provide the performance to ensure efficient and timely process-
ing and delivery of data to provide seamless operation of the use
case. Third, the infrastructure should be designed to minimize
environmental impact, a factor we address in this study by
focusing on reducing of electricity consumption. While these
requirements represent the minimum criteria, exceeding them

- for example, by providing higher levels of integrity than re-
quired by the use case - can be beneficial, provided all other re-
quirements are met.

The data infrastructure is required to
ensure a certain level of ...

... Confidentiality,
Enforce that data access and disclosure
is limited to authorized people and
processes.

@
... Integrity,

@ Guarantee that data is protected from

L—<S unauthorized alterations, deletions, or
additions.

... Availability,
Ensure that the system and data can
be accessed and utilized whenever
needed.

... Performance,
Ensure efficient and timely processing
and delivery of data to enable
seamless operations.

... and to minimize the

Y ;
Environmental Impact

D

Figure 5: The five requirements for a data infrastructure
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Focus on minimizing electricity
consumption to reduce the system's
ecological footprint.

Considering Centralization and Decentralization in Data
Infrastructure

As digitalization progresses, use case requirements evolve and
become more complex. Especially in scenarios that involve col-
laboration across multiple organizations, the structure of the
data infrastructure must be carefully considered. The decision to
implement a centralized or distributed approach can have a pro-
found impact on the final design of the use cases, as well as the
way in which organizations collaborate.

When multiple autonomous organizations work together and
share common goals, collaboration can be mutually beneficial:
Organizations can learn from each other, pool resources and use
them efficiently, and ultimately improve or develop products
and services (van den Broek and van Veenstra 2015). Depending
on the use case, different forms of decentralization are possible.
Especially in a more globalized world and with more interorgani-
zational settings, new needs for interorganizational cooperation
have emerged (van den Broek and van Veenstra 2015). This intro-
duces a complex set of requirements, including data sharing and
the need for a common underlying infrastructure. Therefore, the
choice between a centralized or a distributed platform and

9 In this study, we focus on latency because it provides an intuitive way to navigate the stages of the design process.
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infrastructure then becomes a significant factor (Lee et al. 2018)
The degree of decentralization within the data infrastructure can
be tailored to specific needs and considerations, serving as the
technical foundation for various use cases. In a centralized
setting, a single entity or platform owner takes complete control
and responsibility for the data infrastructure; in a distributed
form, this role is shared among all stakeholders (Lee et al. 2018).
Conversely, in the decentralized system, data is stored in a
distributed manner, such as in a blockchain network. Some use
cases may take a hybrid approach, integrating elements of both
centralized and decentralized systems to meet specific data
exchange requirements. Innovative technologies are emerging
as part of the investigation into new forms of data infrastructure.
Blockchain technology in particular stands out for its unique
approach to ensuring decentralization while meeting the
requirements of many different use cases.

2.2  Blockchain

Satoshi Nakamoto first proposed the technological concept of a
blockchain as part of his vision for a decentralized payment
system, famously known as Bitcoin (Nakamoto, 2008). Rather
than rely on centralized intermediaries to facilitate transactions,
the system uses technological and cryptographic measures to
establish trust in a thoroughly decentralized network.

Foundations of Blockchain Technology

In a blockchain network, data is exchanged through transac-
tions. The sender signs the transaction with their private key to
ensure authenticity and immutability. These transactions are
stored in blocks, where the number of transactions depends on
the size of the transaction and the specified block size. Nodes
within the network store a local copy of this chain and propagate
transactions throughout the network. When a new block is creat-
ed, the system chronologically adds it to the global ledger, which
essentially acts as a distributed database across participating
nodes. Each block in the ledger is linked to the previous one by a
hash pointer (the black arrows in Figure 6). A hash can be
thought of as a unique fingerprint of the block’s contents. By in-
cluding the previous hash as a hash pointer within a block, a
chain is created that goes back to the first block in the ledger. If
someone modifies the contents of a block after it is added to the
ledger, the block’s hash changes, breaking the chain because the

modified block’s hash no longer matches the hash stored in the
next block. As a result, the older a block is, the more difficult it is
to modify a transaction stored in it, since this would require
changing the hash of all subsequent blocks in order for the mod-
ified transaction to be considered valid by the network. This
principle ensures that the information stored in the ledger can
be considered immutable and therefore tamper-proof
(Tschorsch and Scheuermann 2016). In addition to propagating
transactions, nodes also participate in a consensus mechanism.
This mechanism ensures the overall integrity and consistency of
the blockchain by finding agreement among network partici-
pants on new blocks, their transactions, and their order.

Participants in a Blockchain Network

Typically, there are multiple entities in a blockchain network
that interact with the network in different ways and thus contrib-
ute to the functioning of the network in different ways:

= Nodes are vital components that store valid blocks transmit-
ted within the network. It is essential to distinguish between
full nodes, which make the entire ledger available, and light
nodes, which store only a portion of the ledger. The more
nodes participate, the more distributed; hence, the network
becomes more decentralized. As the number of full nodes
increases, so does data redundancy, ensuring that as long as
there is at least one honest node that stores valid data, the
entire ledger can be replicated from it.

m Asubset of nodes, block producers, contributes to the con-
sensus mechanism by acting, for example, as miners in PoW
or validators in PoS. Their participation enhances the con-
sensus mechanism’s viability and increases the network’s se-
curity by increasing the effort required to execute an attack
successfully. Furthermore, when consensus participants are
selected to create a block, they may receive block rewards
and transaction fees.

m Other participants interact with the data stored on the
blockchain via the nodes. The interactions can take the form
of transactions, such as sending and receiving coins, execut-
ing smart contracts, or saving or receiving data stored on
blockchains.
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Figure 6: Simplified Blockchain (Tschorsch and Scheuermann 2016)
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The Throughput of a Blockchain Network

The block size and the block time primarily determine the trans-
action throughput of a network. The block size indicates how
many transactions fit into a block, and the block time is the aver-
age time it takes for a new block to be added to the ledger. The
Bitcoin network, for example, has a fixed block size of 1 MB and
aims to create a new block every ten minutes. On the other
hand, Ethereum proposes a new block every 12 seconds and ad-
justs the network’s throughput by varying the block size depend-
ing on the network demand. However, increasing the throughput
by increasing the block size and block time has trade-offs. For ex-
ample, processing more transactions in a shorter time requires
more computing power and higher configured hardware for the
nodes, leading to higher centralization of the nodes, as potential
network participants are excluded due to the additional hard-
ware requirements (KannengiefRer et al. 2021).

Transaction Complexity and Smart Contracts

In a blockchain network, the complexity of a transaction -
defined primarily by the computational effort required to exe-
cute it - can vary depending on several factors. Transactions in-
teract with and modify the data stored on the blockchain, which
can be new information or requests for change. The simplest
form of transaction is typically the transfer of cryptocurrency be-
tween two parties. Smart contracts - self-executing contracts
with the terms of the agreement written directly into the code -
have made more sophisticated forms of data exchanges possi-
ble. These contracts automatically execute and enforce contract
rules when predefined conditions are met, enabling transparent,
secure, and decentralized program or contract execution with-
out a central authority or intermediary. This increased complexi-
ty increases the computational load on nodes, degrades network
performance, and - in a public permissionless network - raises
transaction costs (Sedlmeir et al. 2022a).

Blockchain Types

Since the advent of Bitcoin, different blockchain types have
emerged with varying degrees of decentralization. These can be
classified into two dimensions, as proposed by Beck et al. (2018).
The first dimension distinguishes whether participation in the
consensus mechanism is open to everyone (permissionless) or
permissioned, meaning that only certain and pre-selected enti-
ties are allowed to participate. The second dimension defines
whether the transactions are accessible to the publicoronlyto a
specific group (see Figure 7).

Based on this distinction, we can identify three distinct types of
blockchain designs. First, in a permissionless public blockchain,
such as the one proposed by Nakamoto for Bitcoin, anyone can
freely join without any barriers, participate in the network in all
parts, and leave the network again without any barriers. However,
this open design requires additional security measures, which
we will discuss in the following.

Access to Transaction Validation
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Figure 7: Blockchain Types (Beck et al. 2018)

Depending on the use case, allowing only a select group of au-
thorized entities to participate in authorizing valid nodes can be
more appropriate in the form of a permissioned blockchain.
This approach can lead to a more efficient network design,
resulting in higher network performance, among other benefits.
The access to transactions can be private, limited to a specific
group, or public, depending on the need for audibility or third
parties’ intended use of the data. For example, Sovrin'® and
Ripple!! are public permissioned blockchains where anyone
can view and utilize the information stored on the chain, but only
a pre-selected group of nodes has the authority to transmit and
validate transactions. On the other hand, several blockchain
frame-works, such as Hyperledger Fabric or Quorum, can serve as
private permissioned blockchains, where both the permission
to validate transactions and the ability to view information on the
chain are strictly controlled and limited to a pre-selected group.

10 www.sovrin.org

11 www.ripple.com
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Consensus Algorithm and Consensus Mechanism

The consensus algorithm plays a crucial role in maintaining the
integrity of the data and transactions that are stored on the
blockchain. It enforces specific criteria that new transactions
must meet before they are accepted and incorporated into the
ledger, effectively safeguarding the data’s validity. For example,
based on the algorithm, a sender’s availability to complete a
transaction can be validated by confirming that they have suffi-
cient coins to complete the intended transfer. One of the defining
aspects of a consensus mechanism is its fault tolerance - its
capacity to function correctly even when certain parts of the net-
works malfunction or act maliciously. One key measure of this
capacity is the fault tolerance rate, which refers to the maxi-
mum proportion of the network that can contradict the network
without compromising the system’s functionality or integrity.
When the level of contradiction across the network exceeds this
rate, the system’s ability to reliably perform operations is com-
promised. Fault tolerance is categorized into two types: Crash
fault tolerance (CFT) ensures that the network continues to
function correctly even if a certain percentage of consensus par-
ticipants stop operating due to network splitting or node crash-
es. The stronger security guarantee is provided by Byzantine
fault tolerance (BFT) which ensures the system’s functionality
even if a certain percentage of malicious and malfunctioning
nodes are part of the consensus.

In a decentralized network like Bitcoin or Ethereum, participa-
tion is open and therefore unpredictable. As such, consensus
cannot rely on a simple vote distributed to each network partici-
pant, as the system would be vulnerable to a Sybil attack: In a
Sybil attack, a single entity can flood the network with fake
identities because there is no cost associated with joining the
network, thus gaining disproportionate influence in the voting
process (Douceur 2002). To mitigate the risk of Sybil attacksin
this trustless environment, it is essential to implement a Sy-
bil-resistant consensus mechanism within the network. Such a
mechanism ensures that voting power is tied to a scarce, digitally
verifiable resource that is difficult to generate. This requirement
imposes a direct cost on participants in the consensus process.
In permissioned networks, a mechanism to resist Sybil attacks is
not required as all participants are known. This allows for a
wider choice of consensus mechanisms and a more efficient way
to archive consensus. The way consensus is reached is one of the
critical design decisions that affects not only the security of the
network, but also, among other things, the transaction through-
put and electricity consumption of the network. The following
section provides an overview of the most common consensus
mechanisms, which are summarized in Table 1.

Proof of Work (PoW) is a consensus mechanism first introduced
by Bitcoin and used by various public permissionless networks.
Initially proposed as part of the Hashcash network designed to
limit email spam (Back, 2002), the mechanism requires a node to
allocate resources to solve a cryptographic problem posed by
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the protocol. The challenge of creating a block in PoW is to find a
“nonce” - arandom number that, when combined with the
block’s data, produces a hash that is below a certain target set by
the network. This process is resource-intensive and requires
nodes (called miners) to try numerous nonces until they find one
that meets the criteria, which requires a significant investment
of computing power. Conversely, validating a new block must be
efficient and easy for other nodes to perform (Luu et al. 2015).
Participation in the consensus mechanism is called mining, and
the participating nodes are miners, who are compensated for
participating in the consensus mechanism. Instead of having
equal voting rights for each participant, miners mustinvest a
scarce resource - in this case, computational power, i.e. hard-
ware and electricity. The computing power is typically measured
in hashes per second (H/s). The more hash power miners
contribute, the more likely they find an acceptable solution to
the puzzle and finally earn a reward for participating in the
consensus mechanism (Tschorsch and Scheuermann 2016). The
Bitcoin network allows the use of hardware optimized explicitly
for the mining process, known as Application-Specific Integrated
Circuits (ASIC). These devices provide higher hardware efficiency
than general-purpose computing systems such as Central
Processing Units (CPUs) and Graphics Processing Units (GPUs).
As a result, a miner can generate more hash power with the same
amount of energy. Hardware efficiency is measured in hashes
per joule (H/J). Some networks, such as Ethereum before it
switched to Proof of Stake, and Monero, have deliberately
chosen ASIC-resistant algorithms that are designed to perform
best on general-purpose CPUs and GPUs. However, the increase
in hash performance provided by the miners does not perma-
nently reduce block time or increase transaction throughput
because the puzzle difficulty is adjusted to maintain an average
block time of ten minutes. This is because the consensus mecha-
nism periodically adjusts the difficulty of the puzzle based on the
hash power of the network, for example, to maintain an average
block time of ten minutes in the bitcoin network (de Vries and
Stoll 2021).

Proof of Stake (PoS) (King and Nadal 2012) has been proposed
as an electricity-saving and more performant alternative to
Proof of Work. Instead of trying to solve a hash puzzle by provid-
ing computing power and electricity, participants in the consen-
sus mechanism, called validators, provide some form of collater-
al (“stake”), usually in the form of the native cryptocurrency. A
validator’s chance of being selected to validate the next block,
and thus receive a reward, increases proportionally with the
amount of cryptocurrency staked. In addition, some PoS
systems include a mechanism whereby validators can lose a
portion of their staked cryptocurrency as a penalty for acting
dishonestly or failing to validate transactions in a timely manner.
In September 2022, Ethereum switched from a PoW to a PoS
consensus mechanism.



Proof of Elapsed Time (PoET), a consensus mechanism
developed by Intel, was designed as a scalable alternative
suitable for enterprise environments (Chen et al. 2017). Like
PoW, consensus participants try to solve a cryptographic puzzle,
and the winner gets to propose the next block. However, unlike
PoW, there is no high computational overhead and thus no
excessive electricity consumption. This is achieved by having the
nodes compute a random wait time at the beginning of a cycle,
and beinginactive until the wait time is over, until the node with
the shortest wait time can propose the next block. However, to
prevent a malicious actor from artificially reducing the wait time
and the opportunity to propose a new block, the consensus
mechanism must be executed in a specialized processor, called a
Trusted Execution Environment (TEE), which ensures the secure

and reliable execution of the algorithm and protects it from
external interference and manipulation.

Proof of Authority (PoA) designates a select group of partici-
pants as authorities who can participate in the consensus mech-
anism. Network participants trust these authorities to act
honestly since their reputation and accountability are at stake. If
these authorities were to act dishonestly, they would risk losing
their credibility. Who qualifies as an authority depends on the
use case. For example, in a regulated environment, a govern-
ment agency could serve as an authority. Alternatively, in a situ-
ation with a limited number of known, equal, and trusted par-
ties, authority could be distributed among all network
participants (Jennath and Asharaf 2020).

Proof of Work (PoW) Proof of Stake (PoS) Proof of Elapsed Proof of Authority
Time (PoET) (PoA)
Electricity Consumption Very high Medium / Low Medium / Low Low
Consensus Resource Computational Capital as Collateral 1TEE=1Vote Authority
Power
Openness High High / Medium Medium / Low Very low

Ability of Consensus
Participation

All participants

Coin stakeholder

Participants with
Intel CPU

Participants speci-
fied by the block-
chain’s governance

Miner/validator Election Hash power Coin stake First participant Vote or random
whose wait time is selection
up

Applications [ Examples Bitcoin, Ethereum Ethereum, Solana, Hyperledger, Corda Hyperledger,

(before Merge),
Monero

Polkadot

Quorum, Corda
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Table 1: Characteristics of different consensus algorithms (based on Lei et al. (2021))



The Properties of Blockchain-Based Data Infrastructure

Blockchain technology offers a promising solution for coordinating collaboration and establishing trust in distributed environments.
It has been widely explored to address the challenges faced in various domains. By consciously designing a blockchain network, it is
possible to leverage its inherent properties and meet the requirements outlined in the previous chapter. To further explore how
blockchain technology can provide the necessary infrastructure properties, see the table below. Itillustrates how a blockchain net-
work can provide the environmental impact, performance, security, and availability properties that meet the specific requirements
of the use case.

Property Short Explanation Extended Explanation

Electricity Electricity consumption of the blockchain itself The electricity consumption of the blockchain
consumption can be approximated with the combined elec-
tricity consumption of the nodes and consen-
sus participants in the network. To achieve a
holistic view of the network’s electricity con-
sumption, other participants that do not oper-
ate anode, like internet service providers or
stakeholders only interacting with the block-
chain, e.g., transacting or retrieving informa-
tion, need to be accounted for.

Environmental Impact

Latency Average time between sending and confirma- Latency refers to the time a sender must wait
tion of a transaction between requesting a transaction and receiv-
ing confirmation of the transaction’s non-re-
versible inclusion in the blockchain (also
known as “time to finality”). This waiting time
can vary based on the network’s maximum
throughput and the demand for transaction
space, which is determined by the average
complexity and number of transactions at a
given time. The throughput of a blockchain de-
pends on the block size, which defines the ca-
pacity of each block, and the block time, which

Performance

determines the average time until a new block
is proposed. The larger the transaction size,
the fewer transactions can be executed in a
single block.
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Property

Short Explanation

Extended Explanation

Confidentiality

Limits data access to authorized entities

In a blockchain, there is complete transparen-
cy between all nodes. However, one way to en-
sure the confidentiality of sensitive data is to
select only authorized entities as node opera-
tors within the network, resulting in a private
permissioned blockchain. On the other hand,
if no sensitive data, such as publicly available
information, is exchanged, or if the data is se-
cured by encryption or other anonymization
techniques, it can be stored on a public block-
chain.

Integrity

Security

Ensures data accuracy and validity

One of the core features of blockchain technol-
ogy is the immutability of the data stored on-
chain, which guarantees the integrity of the
stored data.

This immutability is achieved through the con-
sensus mechanism, which ensures that only
valid and verified transactions are added to
the blockchain ledger. The level of data integ-
rity is defined by the type and degree of fault
tolerance and the cost of obtaining the appro-
priate percentage of voting power provided by
the consensus mechanism, which also ensures
that only valid data transactions are added to
the ledger.

Anotherindicator of the system’s integrity is
the blockchain’s decentralization, which pri-
marily depends on the number of full nodes
and consensus participants within the system.
To accurately assess the network’s level of de-
centralization and the number of nodes, other
factors that determine the system’s fail-safety,
such as diversity of hosting, network providers,
or client implementation, should be consid-
ered.

Availability

Robustness of system and data access

Blockchain’s decentralized nature ensures
availability of systems and data by eliminating
single points of failure. As the number of nodes
in the network increases, so does the system’s
robustness. The network can tolerate some
failed nodes thanks to the elimination of any
single points of failure. The number of nodes
required to be functional depends on the fault
tolerance level chosen; the higher level, the
more failed nodes can be tolerated. Similarly,
because only one honest node is needed to re-
trieve data, data availability increases as the
number of nodes increases.

Table 2: Properties of a blockchain
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Consumption of BIc
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In this'chapter, we present the current state of research on the
electricity consumption of blockchain technology. To determine
the current state of knowledge, we conducted a systematic
literature review of existing analyses. The findings not only form
the basis for the subsequent parts of this study but are also
meant to serve as an aggregated knowledge resource for both
academia and industry.

Sections 3.1 through 3.3 unpack the multiple thematic threads
that emerged from our literature review. Section 3.1 delves into
the quantification of blockchain electricity consumption, com-
paring the electricity requirements of proof-of-work (PoW) and
non-PoW networks. Section 3.2 presents different technical ap-
proaches to reducing the electricity consumption of blockchain
technology, and Section 3.3 shifts the focus from technical to
economic and policy approaches. Subsequently, Section 3.4,
drawing on the insights from the literature review, presents a
graphical representation of the main parameters influencing the
electricity consumption of a blockchain network, depending on
the consensus mechanism. The chapter concludes with an ex-
cursus that focuses on one specific technological implementa-
tion - rollups - and analyzes how this method improves the net-
work’s electricity efficiency.

3.1 Quantifying the Electricity Consumption of
Blockchains

Due to a blockchain network’s decentralized nature, no single
source of electricity consumption can be directly measured. In-
stead, the network’s electricity consumption consists of all par-
ticipants’ combined electricity consumption (O’Dwyer and
Malone 2014; Stoll et al. 2019). Moreover, these participants and
their electricity consumption are not homogeneous but can vary
greatly depending on factors such as their role in the network,
their hardware, and location-specific characteristics such as
electricity prices, infrastructure, or the data center’s climate re-
gion (de Vries 2020; Gallersdorfer et al. 2020). This poses particu-
lar challenges for determining total electricity consumption. In
the course of our research, we identified several papers on the
environmental impacts, such as CO, emissions and the amount
of e-waste generated by decommissioned hardware devices (see
e.g. de Vries and Stoll (2021); however, due to the focus of our
study, these papers have not been included. Analysis of electrici-
ty consumption in the literature mainly focuses on the consen-
sus mechanism used in the blockchain network, as this has the
most significant impact on electricity consumption and the com-
position of consumption factors. Therefore, this next section fol-
lows the distinction between different consensus mechanisms
and is divided into PoW and non-PoW mechanisms.

3.1.1 Electricity Consumption of PoW Networks
Most quantitative analyses of blockchain electricity consump-

tion focus on the PoW consensus mechanism, especially within
the Bitcoin network. While there are different approaches to
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determining electricity consumption, all articles we identified
concur that a PoW blockchain’s electricity consumption origi-
nates from the electricity used to solve hash puzzles or other
computationally intensive tasks to gain voting rights in the con-
sensus mechanism. Hence, the literature emphasizes electricity
usage for mining activities, generally neglecting other net-
work-related electricity consumers like node operators that do
not participate in the consensus mechanism, as their share of
the overall electricity consumption is considered insignificant.

Challenges for determining PoW electricity consumption
Determining the electricity consumption of a PoW network
directly is not feasible due to the decentralized nature of a per-
missionless blockchain. Independent entities can enter the net-
work and participate with their subsystems. Therefore, an un-
known number of miners can make individual decisions about
their mining operations, including the choice of mining devices
and the specifications of the data centers. These factors signifi-
cantly influence the electricity used for operating the network
(Sedlmeir et al. 2020b). Nevertheless, the design choices made
for the network can lead to certain constraints that affect the
most electricity-consuming activities - mining operations (de
Vries 2020). Based on these insights and observable actionsin
the network, one can estimate the network’s electricity con-
sumption. In the following, we present the most commonly used
two methods to determine the network’s electricity consump-
tion based on a technological and an economic approach.

PoW-EC - Method: Technological Approach

One method for estimating electricity consumption involves
analyzing the publicly observable hash rate of the network and
estimating the electricity miners consume to generate this hash
rate. Then, the electricity consumption can be approximated
using the network’s hash rate multiplied by the electricity used
per hash by the miners:

Total electricity consumption =
Total hash rate x Electricity used per hash

In this formula, the total electricity consumption is in watts, the
hash rate is in hashes/second, and the electricity consumption
per hash used by the miners is measured in hashes per joule
(H/J). As the model relies on two relatively stable variables, the
network’s hash rate and the electricity efficiency of the used
mining hardware, it is argued to provide a reasonably robust es-
timation (Crypto Carbon Ratings Institute 2022¢; Sedlmeir et al.
2020b; Stoll et al. 2019).

Atotal of 13 publications in the identified literature used this ap-
proach to determine the electricity consumption of the Bitcoin
network (Coinshare 2022; de Vries 2018, 2019, 2020, 2021; Gal-
lersdorfer et al. 2020; Krause and Tolaymat 2018; Kiifeoglu and
Ozkuran 2019; Mora et al. 2018; O’Dwyer and Malone 2014;
Sedlmeir et al. 2020a, 2020b; Shi et al. 2021; Song and Aste 2020).



In addition, with Cambridge Bitcoin Electricity Consumption
Index (CBECI) (CCBECI 2022) and Digiconomist (Digiconomist
2022), we include two sources from the grey literature that relat-
ed work has frequently cited. Furthermore, the method was ap-
plied to Ethereum when it still used PoW (de Vries 2022; Gallers-
dorfer et al. 2020; McDonald 2021; Sedlmeir et al. 2020a, 2020b;
Qinetal.2021; Shietal. 2021; Zade et al. 2019), and additional
PoW-based cryptocurrencies among those with the highest mar-
ket capitalization (Gallersdorfer et al. 2020; Krause and Tolaymat
2018; Sedlmeir et al. 2020a, 2020b). In addition, Song and Aste
(2020) modified this approach to determine the electricity costs
of Bitcoin mining.

Hardware efficiency

While observable data can determine the hash rate on the net-
work, electricity used per hash by miners, i.e., the average effi-
ciency of the mining hardware, used cannot be measured direct-
ly (Sedlmeir et al. 2020b). Different solutions to this challenge
have been proposed in the literature. For example, several publi-
cations calculated the lowest theoretical electricity consump-
tion by assuming that miners use only the most efficient hard-
ware available, providing a robust estimate of the lowest possi-
ble bound of the electricity consumed (Coinshare 2022; de Vries
2020, 2021, 2022; Krause and Tolaymat 2018; Sai and Vranken
2022; Song and Aste 2020; Sedlmeir et al. 2020b; Vranken 2017).
However, this approach has been criticized for presumably sig-
nificantly underestimating actual electricity consumption (de
Vries 2020; Koomey 2019). Therefore, some studies have at-
tempted to obtain a more accurate estimation of hardware effi-
ciency based on the distribution of hardware, e.g., using sales
figures from hardware manufacturers or the estimated lifetime
of certain device types. However, these approximations intro-
duce new uncertainties due to insignificant empirical data (Sai
and Vranken 2022). Additionally, some authors included the
Power Usage Efficiency Factor as a multiplicator in order to in-
corporate additional electricity consumption beyond the miner’s
devices, such as the cooling of the hardware or the network in-
frastructure of the data centers (Coinshare 2022; Crypto Carbon
Ratings Institute 2022c; McDonald 2021; de Vries 2018, 2019,
2020, 2021; Stoll et al. 2019).

PoW-EC - Method: An Economic Approach

The second approach is based on the assumption that all mining
participants act economically and rationally. Thus, the expendi-
tures of miners for participating at the consensus mechanism
will not be higher than their expected revenue (Lei et al. 2021).
Accordingly, the method approximates an upper bound of a PoW
cryptocurrency network’s mining-related electricity consump-
tion. The approach was used to determine the electricity con-
sumption of Bitcoin (de Vries 2018, 2019, 2021; Gonzalez-Baraho-
na 2021; Kiifeoglu and Ozkuran 2019; Sedlmeir et al. 2020a,
2020b; Shi et al. 2021; Stoll et al. 2019; Vranken 2017), Ethereum
(before the switch to PoS) (Sedlmeir et al. 2020a, 2020b; Shi et al.
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2021) and additional PoW-based cryptocurrencies among those
with the highest market capitalization (Sedlmeir et al. 2020b).

The relation between income and expenses is represented as
follows:

Total mining income = Total mining costs

Total Mining Income

Total minerincome represents the value disseminated by the
network to incentivize miners to contribute resources. This par-
ticipation in the consensus mechanism is crucial to keep the net-
work operational. A miner who successfully solves a hash puzzle
for a block receives both transaction fees and the ‘block re-
wards’, where the amount of these rewards are dictated by the
design of the consensus mechanism. Similar to the hash rate
used in the technical approach, the total mining revenue can be
unambiguously determined because its distribution in the net-
work is verifiable. (de Vries 2021; de Vries and Stoll 2021; Gonza-
lez-Barahona 2021; Kiifeoglu and Ozkuran 2019; SedImeir et al.
2020b; Stoll et al. 2019).

Furthermore, since both transaction fees and block rewards are
paid in the network’s native currency, the exchange rate directly
impacts mining income and thus electricity consumption. For
example, Sedlmeir et al. (2020b) observed a sharp drop in elec-
tricity consumption after bitcoin’s value collapsed in 2020, and a
spike in electricity consumption after bitcoin’s value recovered.
The formula for total mining income is as follows. Please note,
that both parameters are already converted into a fiat currency,
such as the Euro or US Dollar, for ease of understanding.

Total mining income=Block reward+Transaction fees

Total Miner’s Costs

Much like hardware efficiency, the total costs for miners are not
directly observable. This is primarily because the expenses asso-
ciated which each mining operation are unique. Therefore, it is
necessary to make assumptions regarding the miner’s cost com-
position to estimate the network’s electricity consumption. In
doing so, most studies identified electricity consumption as the
primary determining factor for how much hash power a miner
contributes (McDonald 2021). In other words, miners decide to
adjust the hash rate they offer - and hence the electricity con-
sumed by their mining devices - based on the anticipated reve-
nue and prevailing electricity prices. However, due to the lack of
empirical data on the miners’ actual electricity expenses, differ-
ent prices are assumed in the studies we analyzed, introducing
some degree of uncertainty in the results (Sai and Vranken 2022).

Many of the studies analyzed assume that miners spend their en-
tire revenue on electricity consumption. However, such assump-
tions may lead to an overestimation of electricity consumption,
as they fail to consider additional costs such as variable costs



(e.g., infrastructure and personnel) and long-term costs (e.g., in-
vestments in new hardware) (Gola and Sedlmeir 2022). To ad-
dress this, several researchers incorporate these additional over-
head expenses as fixed costs, effectively reducing the revenue a
miner can spend on electricity. Based on the required hardware
investment costs, de Vries (2018) and Qin et al. (2021) estimate
that miners spend about 60 percent of their total income on
electricity.

Accordingly, the miners’ costs can be expressed as follows:

Total miner's costs = Electricty consumption x
Electricity prices + Fixed costs

Putting both elements together, we end up the following equation.

Block reward + Transaction fees = Electricty consumption x
Electricity prices + Fixed costs

Finally, with some simple transformations, we can derive the
upper bound of the overall network’s electricity consumption:

Electricity consumption =
(Block reward + Transaction fees) - Fix costs
Electricity price

3.1.2 Electricity Consumption of Non-PowW
Networks

Several publications agree that the electricity consumption of
Non-PoW networks is significantly lower than that of PoW net-
works (Heinonen et al. 2022; Kohli et al. 2022; Platt et al. 2021;
Crypto Carbon Ratings Institute 2022c; de Vries 2022). However,
there is a relative scarcity of publications quantifying the elec-
tricity consumption of non-PoW blockchains. Thus, our system-
atic literature review yielded only eight results, with only two
peer-reviewed publications (de Vries 2022; Platt et al. 2021; Shi
et al. 2021), five white reports published by the Crypto Carbon
Ratings Institute (Crypto Carbon Ratings Institute 2022a, 2022b,
2022c; Gallersdorfer et al. 2022), and the analysis of CBECI (2023)
based on the results of the Crypto Carbon Institute.

Determining Electricity Consumption in PoS Networks

These publications unanimously agree that the high electricity
consumption of PoW systems primarily stems from the computa-
tional demands of solving hash puzzles to secure voting rights in
the consensus mechanism. Therefore, by substituting computa-
tional power with other scarce resources, such as staked curren-
cies in Proof-of-Stake (PoS) systems, the primary driver of high
electricity consumption is effectively eliminated, resulting in
non-PoW blockchains having a significantly lower electricity de-
mand than their PoW counterparts. However, it is important to
note that the overall electricity consumption of different non-
PoW networks will vary, mainly depending on the computational
load each node has to bear as well as the number of active nodes
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in the network. (CBECI 2022, de Vries 2022; Gallersdorfer et al.
2022; Crypto Carbon Ratings Institute 2022a, 2022b, 2022c; Platt
etal.2021; Shietal. 2021).

Another point of agreement between all authors is that the total
electricity consumption of a non-PoW network can be approxi-
mated by multiplying the number of active nodes with the
nodes’ average electricity consumption:

Electricity consumption = Active nodes x
Average electricty consumption per node

In contrast to PoW mining, the average electricity consumption
of anode is primarily driven by idle load consumption. This idle
consumption mainly depends on the hardware utilized, the
lower boundary of which is determined by the minimum hard-
ware requirements to operate a node. Network design decisions
influence these minimum hardware requirements. This encom-
passes transaction complexity, optional functions like stake del-
egation, and other factors (Gallersdorfer et al. 2022). For exam-
ple, Solana nodes execute multiple separate smart contracts in
parallel, which enables the high performance of the network but
also requires a significant amount of computational resources
from the nodes.

Interplay Between Number of Transactions and Electricity
Consumption

Platt et al. (2021) compared the idle consumption of nodes to
their extra electricity consumption caused by the computational
load. They inferred that a rise in transactions at first only mini-
mally contributes to higher electricity consumption due to the
negligible computing load an individual transaction generates.
Therefore, an increase in network throughput with constant
node hardware decreases the average electricity consumption
per transaction since the idle consumption of the network
nodes can be allocated across more transactions (Platt et al.
2021). Nevertheless, the literature underscores that a direct
comparison of networks based on this metric is inadequate due
to discrepancies in the networks’ decentralization or transaction
complexities (Gallersdorfer et al. 2022). For instance, a payment
transaction has lower computational complexity and electricity
consumption than executing a complex smart contract (Platt et
al. 2021; Gallersdorfer et al. 2022).

Contrary to the number or complexity of transactions deter-
mined by the blockchain design, the number of nodes participat-
ing in a permissionless network cannot be directly controlled.
However, elevating hardware requirements for a specific net-
work can curtail the number of active nodes as higher invest-
ment costs deter potential node operators from network partici-
pation, resulting in lower decentralization (Gallersdorfer et al.
2022). Thus, higher hardware requirements can have a dualim-
pact on electricity consumption: On the one hand, they lead to
increased electricity consumption by individual nodes. On the
other hand, they can reduce the total number of nodes in the
network by raising the barriers to entry.



Rieger et al. (2022) is the only publication that examines the
electricity consumption of permissioned networks. Their work
used a benchmarking framework to compare different networks,
each with different nodes and consensus mechanisms. Their
results suggest that the electricity consumption for each trans-
action is primarily influenced by the degree of decentralization
of the network and the set fault tolerance of the consensus
mechanism. Consistent with the existing research, they found
that non-PoW consensus mechanisms consume significantly less
electricity, in line with the consumption levels of conventional IT
systems.

The Crypto Carbon Ratings Institute’s Approach to Electricity
Analysis

Inits reports, the Crypto Carbon Ratings Institute analyzed nine
PoS networks, including Algorand, Avalanche, Cardano, Polkadot,
Solana and Tezos (Gallersdérfer et al. 2022), Tron (Crypto Carbon
Ratings Institute 2022b) and Ethereum after the “Merge”, i.e. its
transition from PoW to PoS (Crypto Carbon Ratings Institute
2022c¢). In addition, the Institute studied a network built with
Polygon that uses its own PoS infrastructure in the second layer,
while Ethereum is used as the main network or first layer. They
also compared Polygon’s electricity consumption before and
after Ethereum’s shift to PoS (Crypto Carbon Ratings Institute
2022a). Amore detailed discussion of this follows in the next chapter.

While the number of active nodes can be retrieved from already
available data sources, no such source exists for the electricity
consumption of nodes for the different networks. Thus, the au-
thors analyzed the electricity consumption of the nodes, consid-
ering the variation in different node software and hardware con-
figurations. To do this, the Crypto Carbon Ratings Institute used
a controlled test bed environment to measure the electricity
consumption across different hardware configurations. These
ranged from a Raspberry Pi to a high-end computer equipped
with an AMD Ryzen Threadripper 3970X CPU. The authors in-
stalled the node software of the networks under investigation on

100000
10000
1000

10

o

1

o

Algorand Avalanche

B Number of nodes
B Electricity consumption per node in kWh/year

Electricity consumption of the network in MWh/year

Cardano

these devices. However, some hardware in the pool could not
meet the requirements of some networks due to the varying
hardware demands of different node software. These devices
were, therefore not tested for those respective networks.

The nodes were operated for at least one day to measure elec-
tricity consumption under realistic conditions, considering vary-
ing levels of transaction throughput. Just like in PoW networks,
determining the hardware distribution of network participants is
not straightforward, so estimations have to be made. In this con-
text, the Crypto Carbon Ratings Institute assumed the overall
hardware distribution for network participants by using all hard-
ware configurations capable of running a network’s node soft-
ware. However, this approach introduces some uncertainty into
the projected electricity consumption.

Differing Hardware Requirements Across Networks

Of the networks studied, Avalanche, Algorand, Cardano, and
Tezos specify only low requirements for the hardware, which can
be met even by entry-level notebooks (Gallersdorfer et al. 2022).
However, four of the networks analyzed (Ethereum, Polkadot,
Polygon, and Tron) required at least moderately configured con-
sumer hardware to run a node. Finally, Polygon had the highest
requirements, which only the most performant devices in the
hardware pool can meet. As shown in Figure 8, these hardware
requirements directly influence the network’s overall electricity
consumption. For instance, the Solana network consumes the
most electricity with its high node requirements. In contrast, Pol-
kadot and Tezos, with their modest hardware requirements,
have lower electricity consumption per node. In addition, fewer
nodes are in these networks, resulting in lower overall electricity
consumption. (Gallersdorfer et al. 2022).

Electricity Consumption on a Per-Transaction Basis

When considering electricity consumption on a per-transaction
basis, the efficiency benefits due to higher-level hardware con-
figurations and a higher transactions throughput become

Polkadot Tezos Solana

B Number of transactions in Mn

M Electricity consumption per transaction in Wh/tx

Figure 8: Comparison of the PoS networks studied in Gallersdérfer et al. (2022) by the following parameters: number of nodes, electricity consumption per node in kWh/year, the electricity
consumption of the network in MWh/year, and the number of transactions in millions. Note the logarithmic scale of the Y-axis.
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apparent: Solana, which processed a total of 11.8 billion transac-
tions at the time, consumes significantly less electricity per
transaction than Polkadot, which handled a total of 4 million
transactions (Crypto Carbon Ratings Institute 2022c). The nega-
tive correlation between the number of transactions in the net-
work and the electricity consumption per transaction, as Platt et
al. (2021) demonstrated in their theoretical model, is also evi-
dentin the other networks examined. In simpler terms: When a
network processes more transactions, the electricity required for
each transaction decreases because the electricity cost of main-
taining the network infrastructure is spread out over more trans-
actions.
3.2 Technical Approaches to Reducing
Blockchain’s Electricity Consumption

The literature in this section agrees with the findings from litera-
ture in previous chapters that the computations carried out to
determine the voting influence in PoW are responsible for most
of the electricity consumption in the large networks that use this
consensus mechanism. The literature summarized here tries to
tackle this issue by proposing the usage of alternative consensus
mechanisms or adjusting the PoW consensus mechanism. These
concepts can be divided into three groups. The first group con-
tains consensus mechanisms that aim to reduce the consumed
electricity by using a different Sybil resistance mechanism, i.e.,
coupling voting power in the consensus mechanism to a scarce
resource other than computational power, as is done in PoS. The
second group suggests changes to the PoW consensus mecha-
nism that aim at reducing its computational and, therefore, its
electricity costs. Finally, the third group of consensus mecha-
nisms is very similar to PoW, but instead of proving computa-
tional power by solving hash puzzles, participants need to solve
extensive computational problems that are important to other
applications. This approach aims to create additional value with
the computational power used for participating in the consensus
mechanism.

3.2.1 Leveraging Consensus Mechanisms with
Lower Electricity Consumption

The literature referenced in this subsection tries to tackle the
electricity consumption caused by the extensive computations
associated with PoW in two different ways. The first approach is
to replace PoW with another mechanism for Sybil-resistance
that utilizes a digitally verifiable scarce resource other than the
computational resources used in PoW. All of the literature agrees
that the Sybil resistance mechanism in PoW is the main reason
for blockchains’ electricity consumption, and therefore, block-
chains using another mechanism for Sybil-resistance will have
lower electricity consumption. Between these other consensus
mechanisms, which exclude the electricity-intensive PoW Sybil
resistance mechanism, there is no significant difference in the
electricity consumption highlighted by the literature. The differ-
ent mechanisms proposed to replace PoW vary widely but some
are more popular than others, and most can be grouped into a
few categories if abstracted to the right level.
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PoS

The most popular Sybil resistance mechanism besides PoW, in
real-life applications as well as in the literature, is PoS (Gunda-
boina et al. 2022; Heinonen et al. 2022; Kohli et al. 2022; Wen et
al. 2020). Additionally, suggestions have been made for some ad-
aptations of the PoS mechanism by adding a second variable
that also reflects the stake over time (Krol et al. 2019) and honest
participation, or considers the waiting time since the last selec-
tion for block creation (Marangappanavar and Kiran 2021). While
these proposals claim to create a fairer system for reward distri-
bution and entail less electricity usage than PoW, it is neither
mentioned in the literature nor is it to be expected that these ad-
aptations to the PoS consensus mechanism will have any influ-
ence on its electricity consumption. This means that, in terms of
electricity consumption, they can be viewed as being equiva-
lents to regular PoS options.

Transition from PoW to a consensus mechanism with lower elec-
tricity consumption.

Ethereum, the second biggest cryptocurrency, switched from
PoW to PoS on the 15th of September, 2022, which reduced its
electricity consumption by 99.988% (Crypto Carbon Ratings In-
stitute 2022c). However, de Vries (2022) argues that this resulted
in a share of the hash power and thus electricity consumption
used for participation in Ethereum’s PoW migrating to other PoW
blockchains, diminishing some of the electricity savings, espe-
cially in the short term.

Even before Ethereum’s successful transition, some researchers
investigated whether Bitcoin could change its consensus mecha-
nism. According to Heinonen et al. (2022) it is plausible for the
Bitcoin network to switch to most of the less electricity-intensive
mechanisms. They only categorize a few exceptions like proof-
of-elapsed time as implausible because they are either too close
to a permissioned system or do not bring significant improve-
ments, as the hardware would still need to be hoarded. Kostal et
al. (2018) highlight that the Bitcoin network might even be forced
to switch to another consensus mechanism in the future. When
the mining rewards get too low (because of the halvings) and a
rise in transaction fees does not compensate for this effect, this
could lead to the economic security of Bitcoin reaching such low
levels that the transition to another consensus mechanism
might be deemed appropriate by a majority of the community.
On the other hand, Gola and Sedlmeir (2022) emphasize that a
change from PoW to PoS may be challenging to attain, as it
would require support from the majority of the PoW miners, who
would effectively end their business model by voting in favor of
the change. Additionally, it would need to be ensured that the
safety assumptions for PoW also hold after the transition to PoS,
i.e., honest participants controlling at least 51% of the hash
power and the stake.

Like PoA

Proof of authority builds on the concept of the participants of
the consensus mechanism being known to prevent Sybil attacks.
While this is often applied in permissioned blockchains, there



are also suggestions of integrating registration processes into
permissionless blockchains to register consensus participants
(Yu et al. 2019; Wen et al. 2020) or a combining registration with
the depositing of stake as it is done in PoS (Solat 2017).

Others

Other consensus mechanisms like proof of retrievability (also
called proof of space or proof of space time), where storage is
used as a scarce resource (Kohli et al. 2022; Wen et al. 2020), or
proof of elapsed time (also called proof of TEE-stake or proof of
hardware) where only hardware (i.e., the trusted execution envi-
ronmentin CPUs) is used as a scarce resource (Milutinovic et al.
2016; Wen et al. 2020), also shed off PoW’s high electricity con-
sumption but still cause a certain level of electricity consump-
tion in addition to the required hardware and the resulting
e-waste. An approach to fully forgo a Sybil resistance mechanism
is presented by Jacquet and Mans (2019), where a new block is
created if the hash value of the included transactions is below a
certain threshold. Whether this could lead to electricity con-
sumption similar to PoW and to additional security issues result-
ing from spam attacks where transactions are issued for the sole
reason of reaching a desired hash value remains unexplored.

There are also other changes proposed in the literature that re-
late to the mechanism of reaching consensus and not the Sybil
resistance. These are, among others, using the gossip protocol
on a hashgraph (Kohli et al. 2022), probabilistic consensus mech-
anisms like Fast Probabilistic Consensus (Kohli et al. 2022; Wen
et al. 2020), or mechanisms based on Byzantine agreement
(Kohli et al. 2022; Wen et al. 2020). Since these implementations
mainly use some form of PoS as a Sybil resistance mechanism,
they have significantly less electricity consumption than PoW. If
and how these changes in the consensus mechanism itself influ-
ence the electricity consumption, i.e., how the electricity con-
sumption of the systems above compares to traditional PoS sys-
tems, remains an open question in need of further research.
However, it is doubtful that these modifications would be rele-
vant to any scenario where participation in consensus is not
computationally heavy for any given node.

3.2.2 Strategies for Reducing the Electricity
Consumption of PoW Networks

Another class of proposed consensus mechanisms aims at ad-
justing PoW to reduce the network’s electricity consumption. For
this purpose, reputation or credit models are introduced, which
can be based on stake and past behavior when participating in
consensus (Alofi et al. 2021b; Alofi et al. 2021a; Alofi et al. 2022;
Xue et al. 2018; Wen et al. 2020; Wang and Gem Lina 2022) or
based on a trust graph between network participants (Bahri and
Girdzijauskas 2018). The idea behind this is to either reduce the
difficulty of the hash puzzle for more reputable or trusted indi-
viduals (Bahri and Girdzijauskas 2018; Xue et al. 2018; Wang and
Gem Lina 2022; Ouaili et al. 2022) or select only a subset of min-
ers (Alofi et al. 2021a; Alofi et al. 2021b; Alofi et al. 2022). Other
forms of selecting only a subset of miners to participate in the
creation of the next block are by demanding a certain stake from
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miners (Monem et al. 2020), creating two rounds of mining,
where only a certain group of winners of the first round is al-
lowed to participate in the second round (Lasla et al. 2020) or
randomly determining a set of public keys that are eligible for
mining the following block (Lundbaek et al. 2018). Additionally,
Castellon et al. (2022) propose changes to the hash calculation
algorithm to reduce the electricity consumption for achieving a
given difficulty level.

There are two misconceptions shared by most of these ap-
proaches. Thefirst is, that a lower difficulty of the hash puzzle or
an increase in electricity efficiency that allows achieving the
same difficulty with lower electricity consumption would lead to
lower electricity consumption of the network. While this is true
for the creation of a single block, a lower difficulty would just
lead to a faster block generation with constant electricity con-
sumption, or even increase electricity consumption for most
blockchains, as the number of issuances for block creation
would increase, leading to higher incentives for miners (see, e.g.,
Gola and Sedlmeir 2022). This line of thinking is also undermined
by all the literature items listed in the previous chapter, which
determine an upper bound to the electricity consumption that
only relies on economic factors and is independent of the diffi-
culty of the hash puzzles (see e.g., Sedlmeir et al. (2020a) and Lei
etal. (2021)). Thus, electricity consumption depends on the in-
centives for participation in the consensus mechanism and not
on the number of participants or the difficulty of the hash puzzle.
Another misconception is, that mining power can easily be
bound to a single account. When selecting only a subset of min-
ers for the creation of the next block, there is no trivial way to
stop mining pools from creating multiple addresses, e.g., staking
at multiple accounts, and then shifting all computational power
to the selected addresses. Furthermore, the introduction of stak-
ing or similar concepts raises the question if there are still rele-
vant differences in security assumptions to a pure PoS consen-
sus mechanism and, if not, how the additional computational ef-
fort of the hybrid approach can be justified.

3.2.3 Utilizing Useful Computation in Consensus
Mechanisms

Besides proposing new consensus mechanisms to decrease the
electricity consumption of a blockchain, there is also a signifi-
cant number of literature items that propose adjustments to the
PoW consensus mechanism to use the computations for solving
problems other than the hash puzzles in the PoW algorithm pro-
posed by Nakamoto (2008). Therefore, the literature that will be
covered in this section does not primarily intend to decrease the
electricity usage of the blockchain but instead tries to define
computationally expensive problems to be solved so that the
computations that determine influence in the PoW consensus
mechanism - and thereby the hardware and electricity - are uti-
lized in a “more useful” way.

Motivation
Chatterjee et al. (2019) describe the PoW algorithm as a specific
instance of distributed problem solving and conclude that the



system and its computational resources could be leveraged to
solve extensive computational problems that already exist in
other areas. This view is also what motivates many other similar
proposals (Chatterjee et al. 2019; Shoker 2018; Chenli et al. 2019;
Lietal.2019; Qu et al. 2021; Chaurasia et al. 2021; Shibata 2019;
Talukder and Vaughn 2021; Toulemonde et al. 2022). Another
subgroup of the literature proposes that solving a certain class of
computational problems, even if the specific instance has no use
outside of the blockchain, would create a strong financial incen-
tive to develop more efficient algorithms for this problem class,
which would then be beneficial for all other applications facing
this problem class. Examples of this would be solving NP-hard
problems (Loe and Quaglia 2018; Syafruddin et al. 2019) or train-
ing deep learning models (Chenli et al. 2019; Li et al. 2019; Bal-
dominos and Saez 2019). An additional benefit of changing the
problem class solved in the PoW algorithm is that an incentive
for the creation of more efficient hardware for these problems
would be created, and then dependency on the manufacturers
of ASICs, hardware specialized in solving hash puzzles, would be
reduced (Chatterjee et al. 2019; Loe and Quaglia 2018).

Problem Description

The problems proposed in the literature form a wide range (Hei-
nonen et al. 2022). Many researchers agree on the usage of
NP-complete problems to ensure the complexity of the problems
and the equivalent computational effort needed to solve differ-
entinstances of these problems (Chatterjee et al. 2019; Loe and
Quaglia 2018; Shibata 2019; Syafruddin et al. 2019). Proposed ex-
amples include Protein Folding (Chatterjee et al. 2019), search-
ing prime numbers of the form 2”p-1 (Chatterjee et al. 2019) or
the Traveling Salesman (Loe and Quaglia 2018; Syafruddin et al.
2019). Other suggestions are matrix-based computations (Shok-
er2018; Wei et al. 2022) which are closely tied to the training of
deep learning models (Chenli et al. 2019; Li et al. 2019; Baldomi-
nos and Saez 2019), federated learning (Qu et al. 2021), or ma-
chine learning (Wei et al. 2022). Chaurasia et al. (2021) propose a
very blockchain-specific problem of calculating private keys cor-
responding to specific and “interesting” public keys and ad-
dresses, while Dong et al. (2019) suggest generalizing the work
required in PoW to a broader spectrum of IT- and cloud-services
like network hosting, or provision of storage or computing re-
sources.

Besides these novel problems, some literature items still incor-
porate the solving of hash puzzles in their proposed consensus
algorithm, either to construct a problem instance from the solu-
tion of the hash puzzle (Loe and Quaglia 2018) or to enable min-
ers to still utilize their existing hardware by giving them a choice
between solving a hash puzzle or an instance of the new prob-
lem class (Chatterjee et al. 2019).

Proposing and Solving Novel Problems

Regarding the proposal of problems to be solved through the
consensus mechanism, two different options can be found in the
literature. The first is that anyone can propose a problem or use
the service (Chaurasia et al. 2021; Chatterjee et al. 2019; Chenli et
al. 2019; Dong et al. 2019; Qu et al. 2021; Shibata 2019; Shoker
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2018; Toulemonde et al. 2022; Bizzaro et al. 2020). In such sys-
tems, the proposer must pay a fee for the proposal itself and
offer a reward that is given to the solver. The amount of the re-
ward can either be chosen by the proposer (Chatterjee et al.
2019; Chaurasia et al. 2021; Chenli et al. 2019; Shoker 2018) or
the pricing is done algorithmically depending on supply and de-
mand (Dong et al. 2019). In many scenarios, the proposer can
also specify a time period for which the problem will be available
(Chaurasia et al. 2021; Chatterjee et al. 2019; Shoker 2018). The
other option for problem proposition is to generate the prob-
lems automatically by already embedding the problem creation
into the consensus algorithm (Loe and Quaglia 2018; Syafruddin
etal. 2019; Talukder and Vaughn 2021; Ball et al. 2018).

Open Questions

This section of the literature reveals several unresolved ques-
tions concerning the security and functionality of the proposed
systems within blockchain technology. Some of these systems
reintroduce a centralized institution responsible for managing
and coordinating problem assignment (Qu et al. 2021; Wei et al.
2022) or ensuring data availability of the solutions found (Li et al.
2019). However, it is unclear how this impacts the system’s secu-
rity and its level of decentralization. A recurring question is
whether verifying proposed problems requires significantly less
computational effort than solving them. Although hash puzzles
fulfill this requirement, not all problems can assume this. The
absence of this asymmetry between solving and verification
might require additional complexity to incentivize nodes for veri-
fication, leading to potential system vulnerabilities. It is equally
important to ensure uniform difficulty for all problems. Variation
in the computational effort required to solve problems could af-
fect block time, possibly influencing the security assumptions
traditionally associated with Proof of Work. The impact of such
block time variations remains unknown.

Another open issue pertains to the scalability and parallelizabili-
ty of problem-solving. While hash puzzles are fully scalable, this
property might not apply to all problems. Scalability in this con-
text means, for example, that one ASIC has 1/10th of the chance
of ten ASIC-Devices to find a possible solution, since it is based
on trial and error of testing inputs and calculating their respec-
tive hash. If this property is not given, i.e., a supercomputer con-
sisting of 1000 GPUs is more than 1000 times more likely to find a
solution before a computer working with a single and identical
GPU, centralization effects will occur, giving participants with the
highest computational power the entitlement to create all
blocks instead of just the share of all blocks corresponding to
their share of the computational power of the overall network.
Lastly, the economic security of a PoOW network remains unad-
dressed, a crucial aspect of the network’s security assumptions.
Traditional PoW posits that economic security is about 51% of all
mining costs. However, replacing the problem of solving hash
puzzles with “more useful” problems could reduce the cost of
achieving 51% network control, given these problems’ inherent
economic value. This significant issue is yet to be resolved.



3.3  Economic and Policy Approaches to Reducing

Electricity Consumption

The literature items in this section analyze economic or political
changes and their effect on the electricity consumption of block-
chain networks and use these analyses to propose policies to re-
duce electricity consumption, emissions, and e-waste. The re-
search we found agrees that precise information and analyses
on the environmental impact (electricity, carbon, and e-waste)
of blockchains is needed for sound policy decisions (Lei et al.
2021), including location-based differentiations of miners. This
geospatial information is essential for determining carbon emis-
sions, as these depend on electricity consumption and the car-
bon intensity of the mining facility’s electricity sources, which, in
turn, strongly depend on the miner’s location (Truby et al. 2022).
Equipped with this information, policymakers should be aware
of the dangers and ready to intervene in order to cause a shift to
a more beneficial use of the technology (Truby 2018; Gola and
Sedlmeir 2022).

While the analysis below focuses on PoW networks, the majority
of researchers agree that switching to a Sybil resistance mecha-
nism other than PoW would be a significant advance in reducing
the impact of the respective network (de Vries and Stoll 2021; Er-
dogan et al. 2022; Truby 2018; Truby et al. 2022; Gola and
Sedlmeir 2022). Besides switching to a different Sybil resistance
mechanism, the most straightforward option for reducing the
electricity consumption of POW mining proposed by the litera-
ture is an increase in electricity prices (de Vries 2021; Gonza-
lez-Barahona 2021; Qin et al. 2021; Truby 2018; Truby et al. 2022).

Reduce electricity consumption by reducing the ratio of
costs for electricity to other costs

Another way to reduce the electricity consumption of POW min-
ing is by reducing the ratio of electricity costs to other mining
costs, in particular hardware costs. Since miners have a fixed po-
tential income, determined by the network’s mining incentives
and transaction fees, increased spending on hardware costs
would result in decreased spending on electricity and, therefore,
decreased electricity consumption. This could be achieved by in-
creasing hardware costs (Gonzalez-Barahona 2021), which could
be achieved by instating special taxes on mining hardware (de
Vries 2021; Truby 2018; Truby et al. 2022). Another possibility to
achieve this effect is by making hardware more efficient while
maintaining or increasing its acquisition or amortization cost
(Gonzalez-Barahona 2021; Qin et al. 2021; Truby et al. 2022; Mo-
hsin et al. 2020; Polemis and Tsionas 2021).

Reduce electricity consumption by decreasing miner income
A third vector to reduce electricity consumption proposed by the
literature is decreasing miner revenue, which would reduce their
electricity expenses. This could be done by reducing transaction
fees (Gonzalez-Barahona 2021) or by reducing mining incentives
(e.g., by accelerating the halving in Bitcoin) (Gonzalez-Barahona
2021). Another possibility would be to introduce new taxes and
enforce existing ones. Special taxes on mining activities could
make the businesses less profitable, and taxes paid for
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transactingin a PoW system would reduce the transaction fees,
i.e., the miner revenue (Badea and Mungiu-Pupazan 2021; Erdo-
gan et al. 2022; Truby 2018; Truby et al. 2022; Gola and Sedlmeir
2022).

An indirectimpact on mining revenues could also be achieved by
banning certain PoW currencies, restricting their trading, or in-
troducing and enforcing taxes on capital gains from digital assets
based on PoW systems. This would likely cause them to depreci-
ate in value, reducing miners’ revenues, as they are primarily
measured in the native currency of the network (Badea and Mun-
giu-Pupazan 2021; de Vries 2021; Truby 2018; Truby et al. 2022;
Gola and Sedlmeir 2022).

Prohibiting mining operations

The literature also covers existing bans and crackdowns on
large-scale mining operations by cutting off electricity or confis-
cating hardware. Examples listed are in Iran or Quebec (Canada)
because of the destabilization of the electricity grid (de Vries
2021; Truby 2018) or in New York State or China (Truby et al.
2022; Gola and Sedlmeir 2022). These bans can reduce electricity
consumption since existing mining operations try to seek the
cheapest source of electricity. By banning them from their exist-
ing choices, mining operations migrate to other locations with
more expensive electricity sources, reducing their electricity
consumption. Prohibiting mining operations can also affect the
carbon emissions of the network, decrease them if the banned
location has electricity with an above-average carbon emission
intensity, or increase them if the intensity is below average (de
Vries et al. 2022; Jiang et al. 2021). De Vries (2021) points out that
there are boundaries to policy options since, in theory, only a
laptop and an internet connection are needed for mining. How-
ever, in practice, large-scale mining operations are responsible
for most of the mining power since they benefit from economies
of scale. Such large-scale operations, which are sometimes even
operated by publicly listed companies, can be targeted by poli-
cies quite well as the examples above show (de Vries 2021).

3.4 Modeling Blockchain’s Electricity
Consumption

In this chapter, we present a comprehensive model to illustrate
the multifaceted factors that influence the electricity consump-
tion of blockchain networks. This representation is intended to
provide a deep dive into the complexities involved, providing re-
searchers and practitioners with insights to understand the in-
terrelationships of the parameters influencing them, and to
identify potential opportunities to reduce the electricity con-
sumption of blockchain networks. We developed two different
versions of the model, each with a different level of complexity.
The first model captures all the factors that could potentially af-
fect the electricity consumption of blockchain networks. The
second model builds on these results and focuses on the most
important components to offer the results in a more straightfor-
ward manner for the reader. The development of these models
was informed by insights from our systematic literature review,
which allowed us to identify key relationships and knowledge



gaps. We then undertook an iterative refinement process, incor-
porating feedback from expert interviews and workshops con-
ducted to ensure the comprehensiveness and validity of our
findings. In this way, we were able to make sure that the model
reflects not only the findings of the literature review, but also the
latest insights from industry experts and academic researchers.

In this study, we present the condensed version of our model. By
emphasizing the most influential parameters, we aim to provide
the reader with a comprehensive yet digestible understanding of
the underlying parameters that affect electricity consumption.

Structure of the Model

As shown in Figure 9, our model is divided into two main sides:
Proof-of-Work (PoW) on the left and Non-PoW on the right. This
visual distinction allows us to directly compare the electricity

PoW Consensus Mechanism

Electricity used by all consensus
participants (miners)

Expanded representation
of this area in Figure 10

Electricity Consumption of
Blockchains

Type of Consensus

Main Electricity Demand

consumption characteristics of the two types. Each side is fur-
ther divided into three distinct sections. The first section outlines
the key drivers of electricity consumption for the main electricity
demand. The next section breaks down these drivers into com-
ponent equations derived from our systematic literature review.
The outer section then links these components to the electricity
consumption parameters we identified, which are highlighted in
yellow. We also use asterisks to indicate those parameters that
are exogenous and cannot be controlled by network design.
Exogenous parameters include political factors such as regula-
tions or taxes, market influences such as electricity or coin pric-
es, and technological developments such as more efficient hard-
ware. We have also marked with an asterisk those parameters
that are only controllable in permissioned systems. In the following,
we will first examine the PoW side in detail, before moving on to
the non-PoW side.

Non-PoW Consensus Mechanism

Electricity used by all participants
that network and verify new
transactions (nodes)

Expanded representation
of this area in Figure 11

Figure 9: The influencing drivers on the electricity consumption of a blockchain network
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3.4.1 Electricity Consumption in PoW Networks
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Figure 10: Parameters that determine the electricity consumption of a PoW network

Key Assumptions

In PoW, miners consume electricity to solve complex mathemati-
cal problems called hash puzzles. The more electricity they con-
sume, the greater their chances of proposing a block to the net-
work and earning a reward. Compared to the activities of miners,
the electricity consumption of other system components, such
as nodes or third parties, can be considered negligible. Ethere-
um’s transition from PoW to PoS further illustrates this: electricity
consumption was reduced by 99.98 percent due to the absence
of hash mining, showing the electricity consumption of other
entities, such as full nodes, to be insignificant.

Estimating Network Electricity Consumption

The methodology for estimating electricity consumption follows
a top-down economic approach outlined in Chapter 3. This
approach allows for a comprehensive perspective by considering
both economic and external factors. The process comprises
three key elements: first, calculating the miner’s total income,
which determines the maximum cost of the mining operation;
second, determining the portion of the cost allocated to electricity
expenses; and finally, calculating the actual electricity consumed.

Total Miner’s Income and Total Miner’s Costs

Microeconomic theory suggests that a rational miner will never
spend more than the revenue generated by the operation, and at
the same time, in a competitive market, the margin (i.e., the dif-
ference between revenue and expenses) is minimal. Therefore,
the miner’s total income - the sum of mining reward and trans-
action fees - sets an upper bound on the miner’s total costs
and thus their maximum contribution to the network. For each
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valid block, a miner receives a reward from the consensus mech-
anism, thereby incentivizing electricity investment in the con-
sensus process and compensating miners for their investment in
hash power. The reward amount depends on the network config-
uration and can change over time. For example, the Bitcoin net-
work halves the number of coins issued as a reward approxi-
mately every four years to prevent currency inflation. Miners an-
ticipate this reduction in income and respond by reducing min-
ing effort and electricity consumption, as evidenced by the most
recent halving, which reduced hash power by 20% (Sedlmeir et
al. 2020b). However, the long-term effects of this reduction and
subsequent halving remain uncertain, as noted in the literature
and by several experts.

Mining rewards are paid in the network’s native currency, so the
value depends on the current price of the cryptocurrency.
Higher market demand increases the coin’s value, potentially
mitigating the impact of reduced mining rewards. Conversely,
falling coin prices negatively impact miners’ income, making
mining operations potentially unprofitable, as seen in cases like
the 2022 Bitcoin price crash, which led to reduced mining activity.
The second source of revenue for miners comes from transac-
tion fees paid directly by blockchain users. Higher network ac-
tivity results in higher transaction fees because the demand for
transaction space increases while its supply, i.e., the block-
chain’s capacity to process transactions, stays constant. Miners
can choose which transactions to include in a new block, prior-
itizing those with the highest fees to maximize revenue. Like
cryptocurrency prices, fees paid result from a market mecha-
nism between users and miners, limiting the ability to directly



influence transaction fees through network design. Intuitively,
reducing average transaction fees could be achieved by offering
higher throughput, such as increasing block size or block time.
However, the long-term impact on transaction fees is unpredict-
able, and these changes could negatively impact network func-
tionality and reliability.

Share of Electricity Expenses

The share of electricity expenses depends on several factors.
Miners cannot allocate their entire income to electricity as they
must cover additional operating expenses. The higher these op-
erating costs, the lower their budget for electricity.

In our model, we have included three factors that affect the
share of electricity costs, because they are directly related to the
Proof of Work consensus mechanism: the choice of a computa-
tional problem, hardware costs, and the electricity efficiency
of mining equipment. It is important to note that additional
cost elements, such as personnel costs, data center rent, or oper-
ational financing costs, also affect the share of electricity costs
but are outside the scope of our model. When designing the con-
sensus mechanism, choosing the type of hash puzzle or compu-
tational problem to be solved is critical from a network security
perspective. For example, networks such as Monero or Ethereum
(pre-merge) feature ASIC-resistant hash puzzles, encouraging
miners to use mainstream hardware such as consumer GPUs or
CPUs. In contrast, the non-ASIC resistance of Bitcoin’s hash puz-
zle favors specialized mining equipment, allowing for greater
hardware efficiency. In the existing literature, the choice of the
hash puzzle is primarily discussed in terms of network security
since it directly influences the consensus mechanism. However,
in our interview study, several experts emphasized that the im-
pact of this choice’s on the network’s electricity consumption
should not be underestimated as it directly influences the min-
er’s choice of mining devices. This could affect the proportion of
electricity costs, as specialized ASIC hardware has a significantly
different hardware-to-electricity cost ratio than generic hard-
ware.

The following two variables - hardware price and hardware
electricity efficiency - influence each other. Miners can afford
fewer machines if the mining hardware gets more expensive.
Fewer machines can be run simultaneously if the mining hard-
ware is less efficient. Mining devices with higher electricity effi-
ciency can produce more hash power for the same amount of
power. Although the existing literature suggests that simply pro-
viding more efficient hardware does not directly reduce a net-
work’s electricity consumption, one expert interviewed for this
study mentioned that increased hardware efficiency could lead
to lower electricity consumption if purchasing more efficient
mining equipment requires a higher initial investment.

Electricity Price

The final factor that affects electricity consumption is the
electricity price for the mining operations. When electricity
becomes cheaper, miners use more electricity because it
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increases the number of hashes they can produce and thereby
their chance of receiving a reward. The price miners pay for elec-
tricity depends mainly on the location of their mining operation.
In addition, such operations are remarkably flexible, not tied to
specific locations, and can be established in areas with cheap,
reliable electricity. This extreme flexibility is reflected in the abil-
ity of miners to respond immediately to changing exogenous cir-
cumstances. For example, miners in China have relocated their
mining operations several times during the year to follow the
fluctuating supply of renewable electricity, such as moving to
regions with low-cost hydropower during the rainy season (Gola
etal. 2022; Sun et al. 2022). A more recent example is the emer-
gence of the largest mining operations in the United States,
driven by low electricity prices in the country, whereby most
mining activities are now located in the USA (Coinshare 2022).

The design of a PoW network cannot directly influence how
much the miner pays for electricity. One example found in the
literature is requiring proof of green electricity as a condition

of participation in the mining process. This approach could
increase the average cost of electricity for all miners due to the
limited supply of green electricity. However, implementing this
requirement requires additional governance and a central insti-
tution to decide which electricity sources are considered renew-
able, raising similar issues to those discussed in the context of
“proof of useful work”. Furthermore, such increased centralized
governance could undermine the concept of an open blockchain
network, and, with it, the impetus for using electricity as a costly
means of reaching consensus.

3.4.2 Electricity Consumption in Non-PoW
Networks

Key Assumption

In a non-PoW network, the consensus mechanism does not use
electricity as a scarce resource. As a result, the significant com-
ponent of electricity consumption shifts from the electricity con-
sumed by consensus participants to that consumed by all nodes
for storing and processing transactions.

As the background chapter explains, a network has several types
of nodes, including full nodes and validators. Both share the
same computational cost from processing and verifying incom-
ing transactions and continuously updating the stored ledger.
Validators incur additional computational costs that stem from
participating in the consensus mechanism by signing blocks and
verifying signatures from other validators. In our analysis, we as-
sume an average electricity consumption for a node and include
all types of nodes in our subsequent analysis, following the CRCI
Institute’s methodology.

Estimating Network Electricity Consumption

In a non-proof-of-work context, the network’s electricity con-
sumption can be determined in two steps, focusing on the nodes
involved: First, you analyze the number of nodes in the network.
Since each node is responsible for computing and validating
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Figure 11: Parameters that determine the electricity consumption of a non-PoW network

identical transactions, each node performs the same computa-
tions redundantly.

However, their electricity consumption can deviate depending
on the hardware used. Thus you need to calculate the average
electricity consumption per node by measuring the electricity
consumption for different hardware configurations and estimat-
ing the hardware distribution in the network. Following the sec-
ond step, you calculate the average electricity consumption of a
single node. This can be obtained by dividing each node’s aver-
age computational load by the nodes’ average hardware effi-
ciency. Each parameter is explained in more detail in the follow-
ing sections.

Hardware Efficiency

Hardware efficiency determines the electricity consumption of
each node for a given workload. In a non-PoW-based network,
node operators only need to provide hardware capable of verify-
ing and storing the transaction in a network. The more efficiently
the hardware performs this task, the less electricity a node ulti-
mately requires. Thus, more efficient hardware directly leads to
lower electricity consumption in the network.

Hardware efficiency depends on the hardware configuration. For
example, a highly configured server with a GPU is less efficient
than a lightly equipped Raspberry Pi. Which hardware a node
uses depends on the network’s hardware requirements, which
are determined by the peak computational load a node must
handle to remain active on the network. As a node’s workload
increases, so do its hardware requirements and, ultimately, the
hardware selected by the node operator, as observed in our
systematic literature review in chapter 3.1.2.
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The number of nodes contributes to the network’s decentraliza-
tion and augments the calculations’ redundancy, increasing
electricity consumption. Decentralization is one of the key fea-
tures of blockchain networks. This refers to the distribution of
computational resources and participation in the network across
nodes in the network. As the number of nodes increases, the se-
curity of the network increases, but the electricity consumed by
the network also increases (at least) linearly due to redundant
computation of transactions and increased communication
overhead. The ability to influence the number of nodes in the
network depends on the type of blockchain. For example,in a
permissioned network, only a selected group of entities can join,
limiting the number of nodes in the network. In contrast, this
limitation does not apply to a permissionless network, as any-
one can freely join and participate.

However, higher hardware requirements create more significant
barriers to entry, as already existing hardware may not be suita-
ble and additional hardware investment is required. As a result,
increasing hardware requirements generally reduces the number
of active nodes, as higher investment costs discourage potential
node operators from participating. Therefore, higher hardware
requirements increase electricity consumption per node, but re-
duce the number of active nodes in the network.

Amount of Computation per Node

The amount of computation a node must handle depends on the
blockchain’s architecture and actual transaction throughput, as
these elements dictate the processing requirements, data stor-
age, and network bandwidth needed to validate, store, and dis-
tribute transactions within the system. The load on a node can
be divided into two segments: The first is the base load required



to participate in the network, which includes node-to-node com-
munication even when no transactions are being processed and
the network is idle. The electricity consumption during this state
depends on the node’s hardware, with more powerful nodes
having higher idle electricity consumption. The second segment
is the additional effort required to validate new transactions; in-
creased network throughput results in higher node electricity
consumption from the computational load.

Parameters Influencing the Average Amount of Computation
per Node

The amount of computation a node is required to process is part-
ly influenced by the design of the blockchain. When creating a
blockchain network, several parameters can be adjusted to mini-
mize a node’s computational load and, consequently, the net-
work’s electricity consumption. We have identified four parame-
ters based on a literature review and expert interviews.

In addition to idle load, a node’s workload is primarily dictated
by maximum throughput capacity, which is determined by fac-
tors such as block size, block time, and transaction complexity.
Both block time and block size determine the maximum number
of transactions that can be executed within a given period. These
variables also affect the communication required and can in-
crease traffic between nodes. Larger block sizes require nodes to
exchange and validate more data within a block interval. A short-
er block time reduces each block’s interval, meaning the network
must reach consensus and exchange messages between nodes
more frequently. Moreover, if the block time is too short, it can
increase the risk of forking or chain splitting, leading to redun-
dant computation of the same transactions due to orphaned
blocks. Therefore, smaller block size and longer block time can
reduce network traffic between nodes and the required band-
width and, thus, the electricity consumption of the individual
nodes as well as the whole system.

Transaction complexity significantly affects the computational
load on each node in a blockchain network. The more complex a
transaction is, the more computation and electricity it con-
sumes. Transaction complexity depends on factors such as the
number of inputs and outputs and, crucially, whether the trans-
action involves a smart contract operation. Reducing potential
complexity, for example, by limiting the maximum execution
time of a smart contract, can directly reduce the electricity con-
sumption of each node. This approach reduces the maximum
electricity consumed by individual transactions and enables
node operators to minimize their hardware, as more complex
smart contracts induce more complex computation. For exam-
ple, Solana enables parallel execution of smart contracts, allow-
ing multiple complex transactions to be executed simultaneous-
ly. However, this design feature can only be leveraged by devices
that enable multi-threading, leading to higher hardware require-
ments.
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The choice of consensus mechanism, along with its correspond-
ing fault tolerance rate and type, can affect the computational
overhead. For example, a Byzantine fault tolerance mechanism
requires additional communication between nodes to protect
the network from malicious actors. This additional communica-
tion overhead increases as the number of nodes increases due to
the growing need for coordination between them. Conversely,
crash fault tolerance requires less communication overhead, re-
sulting in lower electricity consumption per node. Similarly, re-
ducing the rate of fault tolerance results in fewer nodes required
to validate a block, thus also reducing the average computation-
al cost for each node.

Additional Concepts for Reducing a Network’s
Computational Load

Furthermore, we identified three additional technical concepts,
primarily for enhancing the network’s efficiency by reducing the
amount of computation a node has to carry out, which are incor-
porated in our extended model.

Serverless Blockchain

Firstly, the serverless blockchain concept proposed by
Sedlmeir et al. (2022b) compromises some decentralization fea-
tures of conventional blockchain networks to take advantage of
the superior performance and adaptability of fully managed
cloud services. Blockchain nodes operating within a cloud ser-
vice can dynamically adjust to the current transaction through-
put, decreasing idle consumption as the computational resourc-
esin the cloud can be utilized by other services during periods of
low transaction activity. Moreover, the electricity efficiency of
cloud computing surpasses that of consumer hardware, which
diminishes electricity use stemming from computational work-
loads. Yet, serverless blockchains face significant constraints in
their choice of possible cloud service providers, creating a heavy
reliance on a single or a few entities.



Sharding

In addition to reducing the number of nodes, as discussed
above, system redundancy can be minimized by lowering redun-
dancy within nodes. Instead of having all nodes store the entire
blockchain and process every transaction, nodes could hold only
a certain amount of data or process only a certain portion of
transactions. This concept, known as sharding, originally comes
from traditional databases. In the blockchain context, sharding
metaphorically divides a single, homogeneous blockchain into
multiple shards managed by different subgroups of nodes. One
implementation of this concept, called “Danksharding”, in which
a particular type of blockchain data storage is sharded among all
nodes, is currently being developed for Ethereum (Ethereum
Foundation 2021). Danksharding introduces a new data type dis-
tributed across only a part of the network using erasure coding,
allowing data to be reconstructed when a particular subset of
nodes provides their codes. This type of sharding presents an
immediate trade-off between the computational load of individ-
ual nodes and data availability since data is stored less redun-
dantly. The concept of sharding can also be applied to a block-
chain’s transaction processing (i.e., the execution layer), pre-
senting a trade-off between individual nodes’ computational
load and system integrity. However, the sharding of transaction
power is still in its infancy due to various technical and security
challenges, such as cross-shard communication and open ques-
tions regarding the consensus mechanism.

Rollups

The third design option for improving network efficiency and
reducing electricity consumption focuses on reducing redundancy
by processing transactions in a more centralized subsystem.
rollups are designed to process transactions on a separate, fast-
er system (called Layer 2) and then transfer the transaction data
and a proof of correct transaction execution to the parent block-
chain (Layer 1 or the main network) with significantly reduced
electricity consumption. This approach allows the transaction to
be processed by the rollup’s more efficient system while still
benefiting from the security of the main blockchain.

Rollups typically do not have a decentralized consensus mecha-
nism and are managed by a single operator. This introduces
more centralization, which reduces redundancy and, therefore,
electricity consumption. Nevertheless, rollups store references
on the main blockchain in the form of fraud proofs (Optimistic
Rollups) or validity proofs (ZK rollups) that ensure the correct-
ness of all rollup transactions, preventing malicious behavior
from the centralized party. Rollups maintain a strong link to the
main blockchain for security purposes. However, they sacrifice
some security regarding system and data availability by intro-
ducing a central point of failure. Still, the integrity of the data re-
mains intact. Overall, these subsystems can handle transactions
that do not require high availability guarantees, allowing the
system to handle more transactions while maintaining or
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reducing the computational load and electricity consumption of
the whole network. While transactions are executed off-chain,
the Rollup Operator periodically writes proof of the recent trans-
actions to the blockchain. The type of proof depends on the type
of Rollup:

m Optimistic rollups use a “fraud-proof system”: The initial
proof consists of the transaction data that is stored on the
main chain. Thus, no cryptographic proof of the validity of
the individual transactions is presented upfront. The basic
assumption is that the executed transactions are valid until
someone challenges their validity. Depending on the design,
a specifically designed committee or any participant can
challenge transaction validity by highlighting the fraudulent
transaction to the smart contract that handles the fraud
proofs. If this challenge is successful, the Rollup Operator is
financially punished, and the challenger receives a reward.
Conversely, if the challenge is unsuccessful, the challenger
bears the cost of verification. Due to the lack of cryptograph-
ic protection, the processing of the transactions and the sub-
mission to the main chain do not cause any computational
overhead. However, a significant drawback is that transac-
tions are finalized only after a waiting period to allow time
for potential challenges.

m Zero-knowledge (ZK) rollups write a validity proof to the
main blockchain, a succinct proof of the correctness of all
processed transactions. Its succinctness allows proof verifi-
cation, i.e., verification of the correctness of the transactions
processed by the rollup, with far less computational effort
than verifying all transactions individually. This cryptograph-
ic proof, which is quick to verify, allows transactions to be
completed immediately without a waiting period. However,
the computational resources required to compute these
proofs are significant and cause additional computational
overhead and, thus, electricity consumption for the rollup
operator.
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Since most recent projects use ZK rollups, we will focus on the
potential electricity savings that can be achieved by using this
approach. To do so, we developed an empirical model that
shows how rollups interact with the blockchain network, allow-
ing us to estimate potential electricity savings under different
assumptions. We relied on data collected by the CRCl Institute to
model the electricity consumption of main blockchains depend-
ing on their transaction throughput and the number of nodes.
For the electricity consumption of the Zero-Knowledge Prover
(the rollups operator), we used the Rollup architecture and prov-
er time provided by Polygon Zero (Polygon Labs 2022), a ZK rol-
lup on the Ethereum network. By analyzing different scenarios,
such as the number of transactions or the network’s decentrali-
zation, we were able to derive four insights for implementing
electricity-efficient Rollups:

= Finding 1 - Validity proof generation is the primary elec-
tricity consumer: In a ZK rollup, most electricity consump-
tion is caused by the generation of the validity proof due to
its computational complexity. Therefore, depending on the
use case, the frequency of such validity proof generation and,
thus, of written transactions on the main chain can be re-
duced, resulting in a higher potential for electricity savings.

m Finding 2 - Decentralization within the rollup itself has a
minimal impact: A rollup can also be a network in which sev-
eral nodes process and store the transactions independently.
The additional nodes have a negligible impact on electricity
consumption, but only if the rollup network has fewer nodes
than the blockchain network. However, since proof genera-
tion is the most significant driver of electricity consumption,
only one of the nodes should perform this task.
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ore electricity-efficient
reases: The additional com-
proof generation depends on
ctions, but this dependency is subline-
e factor of computational overhead from proof
generation decreases with an increase in transactions.
Therefore, the electricity savings achieved by implementing
arollup become more significant as the total number of
transactions processed in the system goes up or the propor-
tion of transactions processed by the rollup increases.

Finding 4 - Rollups only offer potential electricity savings
if the blockchain is decentralized: Only if the network has a
certain number of nodes can it prevent redundant computa-
tions from outweighing the necessary electricity cost for
creating the validity proof. Otherwise, the cost of computing
the proof exceeds the electricity savings in the network.
Thus, introducing a rollup only provides electricity savings if
the number of nodes processing the rollup is significantly

(at least two or three orders of magnitude) lower than the
number of nodes on the main blockchain. Therefore, even for
a centralized rollup, the main blockchain needs to have at
least around a hundred or more nodes (also depending

on the factors introduced above, e.g., the number of transac-
tions).






In this chapter, we present a comprehensive guide to the design
of electricity-efficient blockchain-based data infrastructures,
taking into account the specific requirements of use cases. This
guide serves to provide scientifically informed support for the
design process, based on the findings of the previous chapter.

First, Section 4.1 provides an overview of existing blockchain
guides and frameworks, providing context and foundational
knowledge for our approach. Next, Section 4.2 presents our
guide, which consists of two key phases: use case analysis (4.2.1)
and network design (4.2.2). Section 4.3 introduces our toolbox
for designing electricity-efficient blockchain networks, and final-
ly, in an excursus, we revisit the blockchain trilemma.

4.1 Review of Existing Blockchain Guides and
Frameworks

The decentralized nature of blockchain technology introduces
new trade-offs and challenges that include technological factors
as well as legal and economic aspects. In addition, existing as-
sumptions about the technology must be constantly reevaluated
as this rapidly evolving field introduces new concepts such as
second-layer solutions and sharding. In addition, misconcep-
tions about the technology, such as exaggerated expectations
during the technology’s hype phase, have led to it being used for
inappropriate use cases, which has resulted in unmet expecta-
tions or even complete project failures (cf. Labazova 2019).

In the following, we discuss the various frameworks and decision
models that are available in the scientific literature to address
these challenges and support the development of block-
chain-based networks.

Decision Flowcharts and Models

Most of the academic work focuses on the selection of appropri-
ate blockchain types. Numerous network-based frameworks and
decision models can help navigate these challenges and guide
the design process. Decision flowcharts, for instance, often use
graphs where nodes represent closed-ended questions, with the
corresponding answers forming the edges, guiding a path to the
final decision. Essentially, these flowcharts are divided into two
steps: first, assessing the suitability of blockchain in general for a
given use case by asking whether a centralized, and therefore
potentially more efficient, infrastructure might be better suited
to the use case. If blockchain technology is deemed appropriate,
the next step is to select the type of blockchain by determining
the degree of decentralization required. Wiist and Gervais (2018)
were the first to provide a decision framework based on this
structure. Subsequently, several decision models were explored
in specific use cases. For example, Pedersen et al. (2019) contin-
ued the work of Wiist and Gervais (2018) and proposed a ten-
step decision framework, with each step derived based on their
findings using a case study from the logistics sector. Building on
the analysis of other models, Hunhevicz and Hall (2020)
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developed another use-case-driven model specifically for the
construction industry. Despite their focus on specific industries,
the questions posed in both publications are general and univer-
sal, making them applicable to various use cases and recom-
mended for further consideration.

However, these models provide only an initial classification be-
cause the questions are highly abstract. Belotti et al. (2019) ad-
dress this limitation in their model by asking more detailed ques-
tions about the technology’s suitability and presenting possible
trade-offs, enabling users to find a more tailored blockchain type
for the use case. Several non-academic studies provide a more
detailed set of questions in a white paper published by the World
Economic Forum (Mulligan et al. 2018), but some of the ques-
tions are no longer relevant due to the document’s age.

Metrics-Based Frameworks for Evaluating Blockchain
Networks

Several authors have proposed metric-based frameworks for
evaluating and selecting suitable blockchain networks to pro-
vide more refined recommendations. Scriber (2018) proposes a
conceptual framework that includes open-ended questions, en-
couraging readers to self-assess the relative importance of differ-
ent factors. Some studies have developed different methods to
operationalize the properties of individual blockchain networks.
Grabe et al. (2020), Gourisetti et al. (2020) and Kubler et al. (2023)
demonstrate that different network characteristics, such as
transaction throughput and decentralization, can be operation-
alized and used to rank the network based on these values. In
addition, Kubler et al. (2023) developed an interactive tool to
simplify usability of the framework, but unfortunately, this tool
is no longer operational.

Guides Addressing the Sustainability of a Platform

Only a few studies have included sustainability considerations in
their frameworks, and most of them are limited to giving recom-
mendations for non-PoW over PoW networks. For instance,
Ramesohl et al. (2021) extended the ten-step model developed
by Pedersen et al. (2019) by an additional step to selecting a con-
sensus mechanism. However, their recommendation only dis-
courages using PoW-based networks due to high electricity con-
sumption. Bada et al. (2021) take a similar approach, extending
the model of Wiist and Gervais (2018) to propose a sustainable
consensus mechanism. However, their decision model con-
cludes with the question of whether renewable electricity is used
by the network participants, disregarding earlier decisions af-
fecting the choice of blockchain type. Moreover, their definition
of a green blockchain is based solely on its CO, emissions,
neglecting the differences between the electricity consumed by
PoW and non-PoW networks. Existing frameworks often oversim-
plify the issue by distinguishing only between Proof of Work and
non-PoW consensus mechanisms, neglecting the significant dif-
ferences in electricity usage within the same consensus mecha-
nism, as discussed earlier in the study.



Existing Guidelines for the Design of Blockchain Networks
While some works cover overall guidelines for the design of a
network, none cover the aspect of environmental impact. Schell-
inger et al. (2022) provide a comprehensive toolbox for building
GDPR-compliant blockchain infrastructure by implementing
data encryption and rollups. Similarly, Xu et al. (2021) present
different design patterns for exchanging sensitive data and
deciding whether to store the data encrypted on-chain or
off-chain. Finally, Six et al. (2022) provide a literature review of
various design patterns that provide general, reusable solutions
to common challenges, such as integrating off-chain data
storage or tokenizing assets.
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4.2  Guide to Designing an Electricity-Efficient

Network

Our guide aims to fill the identified gap in guidance for designing
an electricity-efficient blockchain network, addressing the need
for organizations to reduce their environmental footprint and
ensure a reliable and efficient data infrastructure. In the follow-
ing, we present a systematic approach that combines compre-
hensive use case analysis with thoughtful network design:

m Stage 1 focuses on a thorough analysis of the use case. We
support this process with questions tailored to covering the
fundamental requirements and boundary conditions of the
use case in terms of a blockchain-based solution for its data
infrastructure.

m Stage 2 delves into the design of the network, a multi-step
process that includes verifying the suitability of a block-
chain-based network, selecting the appropriate blockchain
type and respective platform, and, finally, designing the net-
work if a permissioned type is selected. The previously estab-
lished requirements and boundary conditions support the
evaluation of different design options, help to understand
their influence on the properties of the network, and ensure
that the final design provides an appropriate data infrastruc-
ture for the use case that minimizes electricity consumption.
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Figure 12: Two phases of designing a blockchain network

4.2.1 Stage 1: Use Case Analysis

The design process for a decentralized network presents differ-
ent challenges than a centralized system, requiring a compre-
hensive use case analysis to develop an appropriate network de-
sign with the required characteristics. To assist practitionersin
this task, we will now provide a series of guiding questions that
specifically address each of the use case requirements, focusing
primarily on aspects relevant to a blockchain-based data infra-
structure.

The questions are divided into two sets with distinct perspec-
tives: The first one explores the fundamental requirements of
the use case, such as the expected transaction throughput and
the necessary availability of the system, and aims to determine
the properties the final network design must provide. The sec-
ond set establishes boundary conditions that limit the available
design options by eliminating impractical or inappropriate
choices. For example, the number of participants may impose an
upper limit on the network size. Note that the two types of
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questions are not mutually exclusive. Defining requirements can
lead to certain boundary conditions and vice versa.

We have structured the questions along the three parameters of
data security (comprised of confidentiality, integrity and
availability), performance, and reduced environmental im-
pact. We have also numbered these questions for ease of refer-
ence. Before delving into these dimensions, we ask some general
questions about the data exchanged and the stakeholders in-
volved to set the stage for the analysis that follows.

Stakeholders:
m G-1:Who are the key stakeholders involved in the network,
and what are their roles and responsibilities?

m G-2: What level of access and control should each stakehold-
er have?

m G-3: What resources (financial and technical) can each stake-
holder provide?



m G-4: Are there any external stakeholders to consider, such as
regulators, auditors, or third-party service providers?

Data and Transactions:
m G-5: What types of data and transactions will be processed?

m G-6: Are there specific privacy or security requirements for
the data?

m G-7: How many transactions are to be processed?

Guiding Questions for Security

First, we will present questions that address the security require-
ments of the data infrastructure. We have labeled each of these
questions either “C” “I”, or “A”, indicating whether they address
confidentiality, integrity, or availability, respectively. This help to
determine the minimal security requirements for the network.

Fundamental Requirements:
m S-1: What level of reliability and availability does the data
infrastructure require? (A)
S-1.1 What is the maximum tolerable downtime for the
network, and how quickly should the system recover from

failures or attacks? (A)

m S-2: Does every transaction have the same availability re-
quirements? (A)

m S-3:Given the potential presence of malicious or faulty partici-
pating nodes, how much fault tolerance should there be? (A +1)

S-3.1: What share of your stakeholders are honest?
S-3.2: What share of your stakeholders are malicious?

S-3.3: To what extent can elements of the network be
concentrated around individual stakeholders?

m S-4:What are the potential threats to data integrity in this
use case?

S-4.1 Are there any regulatory or compliance requirements
that dictate specific levels of network fault tolerance? (A +1)

S-4.2: Are there any regulatory or compliance require-
ments for data integrity?

S-4.3: What number of stakeholders are required to
approve a transaction?

m S-5: Do some or all of the transactions have confidentiality
requirements? (C)

S-5.1: Should there be complete transparency in the net-

work, or should certain transactions only be accessible to
certain parties? (C)
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S-5.2: Will sensitive data that needs to be protected ac-
cording to legal requirements be written to the block-
chain? (C)

S-5.3: Are there any organizational or legal restrictions on
who can store or access the data? (C)

Boundary Conditions:
m S-6: What kinds of stakeholders will be interested in running
anode? (A)

S-6.1: Are there any regulatory or compliance require-
ments that dictate a minimum or maximum number of
nodes? (A)

S-6.2: Whois eligible to operate a node, and are there any
specific criteria or restrictions on node operators?

m S-7:What are the technological capabilities and resources of
the actors that will operate the nodes?

Guiding Questions for Performance

The following questions are designed to determine the expected
throughput of the network, the maximum latency, and the num-
ber of transactions as well as their associated complexity.

Fundamental Requirements
m P-1:Whatis the estimated number of transactions per
second, considering both average and peak transaction
volumes?

P-1.1: How many parties are expected to use the network,
and what will be their typical transaction frequency?

P-1.2: Are significant variations in transaction throughput
expected?

P-1.3: Is there a change in transaction volume to be
expected?

m P-2: How computationally expensive is an average transaction?

P-2.1: What are the types of transactions performed, and
how complex are they?

P-2.2: How many smart contract calls are expected and
how complex are they?

P-2.3: Is there a change in transaction complexity to be
expected?

m P-3:Whatis the desired confirmation time for transactions?

P-3.1: Does a transaction always have to be completed
within a specific time, or can it also take longer?



Boundary Conditions:

m P-4: Are there any limitations on the part of stakeholders re-
garding their technological capabilities and resources, such
as computing power?

m P-5: Are there limitations to the geographic distribution of
network participants that could affect transaction latency or
data synchronization?

Guiding Questions for Environmental Impact

Finally, we present questions related to environmental impacts.
Due to the study’s primary focus on minimizing electricity
consumption, other environmental impacts are not directly con-
sidered in the following questions. However, these measures in
question will have some positive spillovers, such as reducing
carbon emissions.

Fundamental Requirements
m E-1: Do specific electricity efficiency targets or regulations
need to be considered?

Boundary conditions:
m E-2:Can the use of electricity-efficient hardware and
infrastructure be enforced on all participants?

m E-3: Are there restrictions on using specific hardware or
equipment that may have a significant environmental

impact?

m E-4:Isthere arequirement to use specific IT vendors, such as
data center providers?
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Figure 13: The decision model adapted from Hunhevicz and Hall (2020)
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4.2.2 Stage 2: Network Design

The design process we propose is divided into three design
steps: selecting the blockchain type, identifying a suitable block-
chain platform, and finally, designing the network - if a permis-
sioned network is selected. The toolboxes and frameworks dis-
cussed earlier can be used in these steps, as each supports ad-
dressing specific aspects of the process. Our toolbox for design-
ing an electricity-efficient network, presented in the following
chapter, is to be used in the final step, when the final configura-
tion of the network is being determined. Before starting the ac-
tual design, it is necessary to verify the suitability of blockchain
technology for the use case.

Step 0: Verification of Blockchain Suitability

An essential part of the design process is verifying that a block-
chain-based infrastructure is beneficial for the use case. Al-
though a decentralized network offers certain advantages, it also
introduces significant drawbacks compared to a centralized in-
frastructure, as the distribution and replication of tasks across
multiple entities adds complexity and operational challenges
(Jagals et al. 2021). For example, in a distributed environment,
additional coordination between nodes is required each time
new information is written onto the ledger, resulting in increased
communication costs compared to a centralized network where
a single system performs the task. In addition, the distributed
nature of the data requires users to perform separate computa-
tions, resulting in higher electricity consumption as multiple ac-
tors perform the same computations instead of a single central-
ized entity. Therefore, evaluating for each use case whether a
blockchain-based solution is truly advantageous as opposed to a
centralized infrastructure is important. A blockchain-based
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solution should only be considered if the benefits of the block-
chain and its decentralized network outweigh its costs. In the
following section, we briefly present Hunhevicz and Hall’s (2020)
decision model, which serves as a useful initial guide in assess-
ing the suitability of a blockchain-based solution as well as a
basis for determining the blockchain type.

As shown in Figure 13, the model consists of a number of ques-
tions, which are briefly outlined below.

1. Do you need to store a state?: Blockchain essentially func-

tions as a distributed database, and the first question to consid-
eris whether the use case needs to store information persistent-
ly. If this is not the case, other data infrastructures, such as those
that do not store data immutably, are preferable.

2. Are there multiple writers?: Blockchain technology enables
multiple entities to interact with the data stored on the ledger
independently. A centralized database might be more efficient if
only one organization writes data, even when it should be acces-
sible to the public.

3. Canyou use an always-online Trusted Third Party (TTP)?
ATTP should be considered if multiple entities wish to collabo-
rate by exchanging data regularly. ATTP serves as an intermedi-
ary responsible for executing, logging, and securing transac-
tions, thus simplifying coordination and enhancing regulatory
and privacy compliance.

4, DoyouwanttouseaTTP?: Evenifimplementinga TTP s
technically feasible, it results in a central entity having control
over all transactions, which may not be in the best interest of all
participants. Therefore, the question should be asked whether
thisis a practical solution.

5. Are all participants known?: The next question is about the
identity of the participants. If they are unknown, a public permis-
sionless blockchain design such as Ethereum or Solana may be
the right choice. Otherwise, other data infrastructure solutions
are favorable.

6. Are all participants’ interests aligned?: Finally, a central-
ized data infrastructure solution may be more appropriate when
all network participants trust each other and have aligned inter-
ests. Conversely, a permissioned blockchain can provide a
shared infrastructure for a trustless environment.

Step 1: Selection of Blockchain Type

The first design step is determining which blockchain type, per-
missioned or permissionless, is most appropriate for the use
case. Again, the model developed by Hunhevicz and Hall (2020)
provides a valuable starting point, focusing primarily on whether
all participants are known and on the degree of audibility re-
quired, especially by public transparency of all transactions. In
addition, we would like to highlight the decision model pro-
posed by Belotti et al. (2019), which also considers the trade-offs
of the different properties of a blockchain network.
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Step 2: Identification of a Suitable Blockchain Platform /
Framework
When considering a permissionless blockchain network, the next
step is to identify the most appropriate one for the specific use
case. While it is theoretically possible to design a new permis-
sionless network from scratch, this approach often requires sig-
nificant investment. The high level of security required for a pub-
lic network - where anyone can join, participate, and manipulate
the network — makes this a prohibitively expensive option. Such
openness requires incentivizing a critical mass of participants to
commit their own resources - such as capital in a PoS network or
computing power in a PoW network - to achieve a high enough
level of security and maintain a degree of decentralization in
voting power. Thus, using existing networks is usually more
practical, as these provide the necessary security and credibility
to foster acceptance among network participants.

Example for a use case using a permissionless network
Siemens issued €60 million worth of bonds in 2023 on Polygon,
a public permissionless blockchain. The use of a blockchain-
based infrastructure enables significant efficiencies by making
processes leaner, faster and less costly than traditional methods.

The use of a permissionless network over a permissioned net-
work was due to the requirement that it be open to everyone,
and the transparency and immutability features inherent in public
blockchains added a layer of trust and security to the process.
The transmission of transactions via a public network provides a
decentralization of consensus that gives investors additional
confidence.

Choosing an appropriate public permissionless network from
the myriad available options is challenging. Unfortunately, no
thorough comparison of public permissionless networks is wide-
ly available - neither in the academic literature nor in the block-
chain community. Since this guide focuses on the design of a
permissioned network, readers can refer to the works of Grabe et
al. (2020) and Kubler et al. (2023) for more information on per-
missionless networks. Both publications provide an overview of
relevant factors, such as performance and decentralization, that
are necessary to compare and evaluate different blockchain
platforms. In addition, the study by Dena (2019) provides a com-
prehensive overview of permissioned and permissionless block-
chain platforms, providing a solid starting point, although it
does not cover more recent developments. Since 2019, the rele-
vance of PoW networks as the foundation for individualized use
cases has been increasingly questioned. Following Ethereum’s
switch from PoW to PoS, the top 10 funded blockchains do no
longer include a single PoW network that provides full smart
contract functionality. Furthermore, as discussed in Chapter 3, a
PoW network consumes significant amounts of electricity based
on its consensus mechanism, which is in direct conflict to mini-
mizing the environmental impact of the use case. Given these
two arguments, at the time of writing, we consider a



PoS-based network that supports smart contracts a reasona-
ble choice when selecting a permissionless network.

When choosing a permissionless network, the options for reduc-
ing environmental impact are essentially limited to selecting a
network with low electricity consumption. The Crypto Carbon
Ratings Institute *2 (CCRI) provides real-time measurements on
its website to compare the power consumption of the major
non-Proof-of-Work networks. Once a network has been selected,
itis advisable to optimize the transactional complexity of the use
case running on the network. This will reduce the overall compu-
tational load on the network, further minimizing the environ-
mental impact.

Identification of a Suitable Permissioned Blockchain Plat-
form for a Permissioned Network

Having covered the considerations for public permissionless net-
works, we will now consider permissioned networks only. Unlike
permissionless networks, which must operate in a trustless envi-
ronment capable of serving a wide range of use cases, permis-
sioned networks can be designed to be more efficient. This is
possible because the participants are known, and therefore con-
sensus must only be found among that group, rather than an un-
known number of untrusted participants.

Several blockchain frameworks are available for building per-
missioned blockchain networks with different design concepts
and functionalities. The work of Belotti et al. (2019) offers a holis-
tic comparison across different dimensions, such as software
governance, support, latency, privacy, interoperability, and secu-
rity.

Permissioned Network Use Case Example

The European Blockchain Services Infrastructure (EBSI) is a joint
initiative of the European Commission and the European Block-
chain Partnership (EBP) to deliver cross-border digital public
services on a blockchain infrastructure. EBSI is a permissioned
network, meaning that only pre-approved entities can partici-
pate in the network. The decision to design it as a permissioned
network is primarily based on security, privacy and control con-
siderations. In an authorized network, the identities of the par-
ticipants are known, which increases trust and facilitates regula-
tory compliance. In addition, there is a greater degree of control
over who can validate transactions, providing robust security. As
a result, the permissioned nature of EBSI ensures the secure and
regulated environment necessary for government and public
services.

Below, we present the three most popular blockchain platforms
for permissioned blockchain networks:

m Quorumis a permissioned blockchain platform based on
Ethereum and maintained as an open-source project by Con-
senSys. Its strong connection to Ethereum means it can in-
corporate fundamental principles and aspects of Ethereum,
allowing it to use the same software libraries and design
principles. Initially designed for financial applications, Quo-
rum is adaptable to a broader range of use cases that require
high-throughput transaction processing within a known, per-
missioned group of participants. In addition, Quorum sup-
ports transaction-level privacy and network-wide visibility
based on the needs of the type of data.

= Hyperledger is a multi-project open-source collaboration
hosted by The Linux Foundation. Its goal is to foster the
development of blockchain technologies across multiple
industries. Using a greenhouse approach, the Hyperledger
Project provides a collaborative space for developing differ-
ent blockchain frameworks, such as Hyperledger Fabric and
Hyperledger Indy, each with unique features and potential
use cases. For example, while Hyperledger Fabric provides a
generalized blockchain platform, Hyperledger Indy focuses
on the need for self-sovereign identity, limiting its functionality
to supporting only operations related to the management
and verification of decentralized identities. Due to their
different design principles, each framework has distinct
advantages and disadvantages.

m Corda, developed by R3, addresses the specific needs of fi-
nancial institutions and their challenges in capturing, man-
aging, and automating legal agreements between identifia-
ble and verifiable parties, even across a distributed network.
Unlike other blockchain platforms, the framework does not
use blocks. Instead, it uses a structure called a “notary” to
validate transactions. Both features allow Corda to maintain
privacy by sharing transaction data only with the parties in-
volved, a setting that can be adjusted on a per-transaction
basis, allowing consensus at the transaction level rather than
requiring the entire network.

12 www.carbon-rating.com
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Step 3: Designing a Permissioned Blockchain Network

The final step in the design process is to design a network that
provides the desired properties and effectively meets the re-
quirements. This involves making deliberate design choices to
achieve the required properties, but it is critical to recognize that
these choices often involve unintended tradeoffs with other
properties (KannengieRer et al. 2021). For example, it is possible
to increase the number of nodes to achieve higher availability.
However, increased decentralization results in higher electricity
consumption due to more redundant computation and commu-
nication overhead required to reach consensus among nodes.
Therefore, it is critical to evaluate the impact of each design
choice against the previously established requirements. This
evaluation helps determine how well the selected features align
with the use case objectives. If there is a mismatch between the
network properties and the use case requirements, the design
choices can be iteratively adjusted to find a design that ultimate-
ly provides the required properties.

Security: Confidentiality

Due to the inherent transparency of blockchains, maintaining
data confidentiality is a complex challenge, especially when it
comes to data exchange (cf. Sedlmeir et al. 2022a). Organization-
al and legal requirements, such as those outlined in the GDPR,
can restrict data access and storage (see questions S-5).

Corda

Hyperledger Project

Primary Goal: Define how sensitive data can be shared

Exemplary design questions:
m Can data be stored on the blockchain without encryption or
data obfuscation techniques (e.g., zero-knowledge proofs,
homomorphic encryption)?

m Isit possible to handle sensitive transactions separately from
the main chain in private channels?

m Should the blockchain be accessible to parties that do not
host a node?

m Can sensitive data be stored off-chain and only referenced
on-chain?

Asimple approach is to ensure that only those authorized to par-
ticipate in the network are allowed to access the data. In addi-
tion, some permissioned blockchain frameworks allow restricted
access to certain transactions to only a subset of the network.
Thus, decisions can be made on a case-by-case basis and partici-
pants can access specific transactions (Guggenberger et al. 2022;
Capocasale et al. 2023). For example, a consortium of banks can
securely exchange transaction data among themselves while

Quorum

Major Use Cases

Specialized in the financial in-
dustry, digital asset transac-

Modular platform suited for
supply chains, finance,

General application platform,
also suitable for the financial

tions healthcare industry
Governance R3 Linux Foundation ConsenSys
Smart Contract Kotlin, Java Various Solidity, Vyper, and Serpent
Language
Consensus Protocols PoA, POET Pluggable consensus proto- QBFT, Raft, Istanbul BFT

cols - supports PBFT, Raft and
others

Throughput 120 - 1000 of transactions per Up to dozens of thousands of Dozens to hundreds of trans-
second transactions per second actions per second
Website www.corda.net www.hyperledger.org www.consensys.net/quorum/

Table 3: Comparison of key characteristics and performance metrics'® of Corda, Hyperledger Project, and Quorum based on Capocasale et al. (2023)

13 Please note that the consensus protocols and throughput rates can vary depending on the specific configurations and use cases of each blockchain platform, see for example Guggenberger et al. (2022).
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keeping it confidential from other network participants. Other
approaches provide confidentiality by storing data off-chain,
thereby balancing confidentiality and integrity, and various
techniques, such as data encryption or zero-knowledge proof,
can obfuscate data, so that it can be stored directly on the block-
chain without risking its confidentiality (Schellinger et al. 2022;
Xuetal.2021).

Security: Integrity

Choosing the appropriate consensus mechanism for the use
case is a critical decision that affects not only the integrity of the
data, but also the functionality of the whole. In permissioned
blockchains, consensus mechanisms based on Proof-of-Authori-
ty (PoA) are commonly used, as there is no need for Sybil resist-
ance since the participants of the networks are known. PoA al-
lows for flexibility in design choices, allowing for customization
and balance between integrity and other properties.

An example of this flexibility is the ability to assign voting rights
only to a subset of highly trusted participants, such as govern-
ment agencies, or trusted and regulated entities, such as banks.
For example, in a network with a large number of nodes, consen-
sus efficiency can be improved by concentrating voting power
within a highly trusted subset (S-3 + S-4). In this way, consensus
can be reached more efficiently while maintaining the integrity
of the network. Another critical consideration in network design
is the choice between fault tolerance and Byzantine crash tolerance.

Primary Goal: Select and configure a secure consensus mechanism
Exemplary Design Questions:

= How should consensus be found?

m How decentralized should the consensus mechanism be?

m Who should have the authority to validate transactions with-
in the network?

m Whatincentives can be provided to encourage non-malicious
participation in the network?

m What type of fault tolerance mechanism is appropriate for
the network?

Security: Availability

If a use case requires high data availability, the network can be
designed to be highly decentralized, making the network more
resilient against individual node failures. The network structure
significantly impacts the system’s availability, mainly depending
on the degree of decentralization. If a use case requires high
availability, the network can be designed to be highly decentral-
ized, making the network more resilient to individual node fail-
ures. (S-1+, S-8). As the network becomes more distributed, the
dependency on individual nodes decreases, avoiding a single or
few points of failure (Gojka et al. 2021). Therefore, as a first step,
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the number of nodes in the network must be set accordingly to
achieve the desired reliability.

However, the resilience of the network does not only depend on
the number of nodes; the level of availability of each node is also
essential. For example, institutional actors such as corporations
or government agencies may provide more reliable nodes due to
their greater resources and infrastructure redundancy. In addi-
tion, nodes should be hosted by different providers in different
regions to ensure diversity and mitigate risk (Keller and Konig
2014).

Primary Goal: Determine the necessary degree of decentralization

Exemplary Design Questions:

m Who are the eligible node operators?

What criteria should determine the choice of node operators?

m Isthere any data suitable for off-chain transmission?

m Canthe nodes be hosted with different data centers and
providers?

m What is the minimum number of nodes required?

Performance:

By making conscious design choices, the performance character-
istics of the network can be closely aligned to the requirements
of the use case. For example, network throughput can be
controlled almost directly by adjusting block sizes and block
times (Sedlmeir et al. 2021a). However, it is crucial to recognize
that excessive adjustment of these values can compromise the
network’s reliability, as the research of Guggenberger et al.
(2022) has demonstrated.

In addition to setting block sizes and block times, other design
choices and factors play a critical role in determining the maxi-
mum achievable throughput of the network (P-1). The number of
nodes, the selected consensus mechanism, and the type of fault
tolerance also affect the maximum achievable throughput and
should be considered when designing the network. It is essential
to carefully consider these factors and balance performance with
the other properties of the network. In addition, network laten-
cy, or, in other words, the delay in communication between
nodes, also affects throughput by increasing the time it takes to
reach a consensus.



Primary Goal: Achieve necessary network performance

Exemplary Design Questions:
m Can certain computations be offloaded off-chain to enhance
performance?

m Can the network be divided into shards to improve scalability
and performance?

m How can network latency be minimized to ensure optimal
communication between nodes?

m What measures can be putin place to prevent bottlenecks
due to high transaction complexity?

m How can the network adapt to fluctuating workloads and
dynamically allocate resources to meet performance
demands?

Transaction complexity is another critical factor to consider (P-2).
Because all nodes compute each transaction redundantly, the
network’s performance is limited by these nodes’ computing
resources. Exceeding their capacity can lead to transaction
congestion or even a complete network crash. Therefore, when
designing a network, it isimportant to determine what computa-
tions must be performed by all network nodes and identify
opportunities to offload computations to reduce the overall
computational load on the network.

Environmental impact

Minimizing environmental impact requires thoughtful network
design. One approach is to avoid oversizing the network, which
would lead to unnecessary consumption of resources such as
electricity and computing hardware. To this end, each design
decision should be targeted and focused, aiming to meet, but
not exceed, the specific requirements of each use case for the
network. In an info box in Section 4.2, we illustrate how to deter-
mine which design options are suitable for an energy-efficient
design that still meets availability requirements.

For this purpose, the following chapter presents our toolbox,
which proposes several tools and examines their influence on
the network characteristics according to the requirements of the
use cases. Further considerations such as choosing a data center
committed to electricity efficiency, the underlying network infra-
structure, as well as the conscious selection of energy-efficient
hardware, are essential factors in reducing the overall environ-
mental footprint of the blockchain network.
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4.3 Toolbox for Designing Electricity-Efficient

Blockchain Networks

Based on our results in Chapter 3.4.2, we identified 11 Tools that
could potentially reduce the electricity consumption of a block-
chain network.

For PoW networks, we found two design choices that directly
affect individual mining operations. By reducing the amount of
electricity consumed, the miner provides less hash power, which
reduces electricity consumption at the cost of also reducing
network security.

For non-PoW blockchains, we observe a more complex and
nuanced set of trade-offs, including environmental impact, secu-
rity, and performance. To derive these considerations, we ana-
lyze the design parameters identified in our toolbox and their im-
pact on the properties of the data infrastructure. This allows us
to illustrate their influence on the overall network requirements,
ultimately assisting us in identifying the most critical trade-offs
of each design option.

The following table summarizes the identified tradeoffs. It shows
how each design choice affects the goal of a blockchain network.
We used symbols to represent each kind of impact: a ‘+’ symbol
indicates a positive impact, ‘+/-’ indicates no or minimal impact,
and ‘-’ indicates a negative impact. We also marked those rela-
tionships where the impact could be neutral or negative (-/o) and
neutral or positive (o/+). Note that the table does not capture all
side effects under certain conditions and network configura-
tions. For example, if a design parameter such as block size is set
too high or too low, it can affect the overall functionality of the
network (KannengiefRer et al. 2021).



Security
. . . e . I Electricity
Design Choice Performance Confidentiality Integrity Availability )
Consumption
Increasing Transac-
. . + o -/o - -
tional Complexity
Decreasing Block
. + ¢} -/o - -
Time
Increasing Block Size + o -/o - -
Increasing Fault
- o + + -
Tolerance **
Increasing Number of
-/o o] + + _
Nodes
Introducing Rollups + o/+ o - o/+
Introducing Sharding + 0 -/o - +

Table 4: Overview of various blockchain design choices and their impacts on security, performance, confidentiality, integrity, availability, and environmental impact

4.3.1 Tools for Electricity-Efficient Non-Proof of Non-PoW - Security: Integrity
Work Networks The integrity of the blockchain network, and, therefore, the in-
tegrity of the data, is achieved through various cryptographic
We found ten different design options for influencing the elec- techniques and the consensus mechanism. To maintain integri-

tricity consumption of non-PoW networks, which we assignedto  ty, nodes perform computational tasks and communicate with
the integrity, availability, and performance trade-offs. It is no- each other by validating and verifying transactions in the block-
ticeable that none of them affect confidentiality. This is because chain network. However, as the number of nodes increases, so

they focus primarily on the consensus mechanism, the transac- does the communication overhead (see Section 4.2.2). Each of
tion validation process, and finally, the network structureand do  the tools proposed below aims to reduce the computational bur-
not concern aspects related to data confidentiality. den associated with ensuring integrity. Design choices concern-
ing the level and type of fault tolerance are related to the con-
Figure 14 provides an overview of the identified tools and their sensus mechanism, which can reduce the overhead of finding
associated primary trade-offs in a permissioned non-PoW consensus across the network. The introduction of execution
network. Below, we list each design option along with relevant sharding further reduces the number of nodes required to find

information in tables organized by the most significant trade-offs.  consensus by dividing the consensus process into separate

In the first columns, we present introductory information about shards. These design choices reduce the workload for each node,
the design choice and refer to the chapter where we have resulting in a reduction in electricity consumption. This effect is
presented it in more detail. Next, we offer design questions that significant if the workload can be reduced to the point where
provide a basis for evaluating the suitability of the design forthe  less powerful devices are needed, thereby significantly reducing
use case. Finally, we describe the tool’s effect on the network the average energy consumption of a node.

properties to help the reader better assess the impact.

14 In the table we have summarized “Change Rate of Fault Tolerance” and “Change Type of Fault Tolerance” into one item.
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Introduce execution
sharding

Use crash fault *
tolerance

Set rate of fault
tolerance to an
acceptable minimum

Set the number of
nodes to the
acceptable minimum

Reduction of the Introduce serverless
electricity used blockchain

by all partici-
pants that store
the network and
verify new
transactions

Availability

Introduce rollups

Introduce data
sharding

Set block size to the
acceptable minimum

Set block time to a

feasible maximum Performance

Set transaction
complexity to the
feasible minimum

9 The asterisk marks those design options, which can only be used in a permissioned network

Figure 14: Tools for designing an electricity-efficient non-PoW network
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Tools

Description

Guiding Questions

Trade-Off

Introduce execution
sharding

Sharding is a scalability ap-
proach that divides a block-
chain network into smaller,
more manageable units
called “shards” with their
own processing power. Each
of these shards is responsi-
ble for processing a specific
set of transactions and exe-
cuting smart contracts,
rather than all nodes han-
dling all transactions. As a
result, this approach signifi-
cantly reduces the electrici-
ty consumption of individu-
alnodes.

» Chapter4.2.2

Are the integrity guarantees
still sufficient?

Can I distinctly divide the
networks into different
shards which can act inde-
pendently?

Would I have too many in-
teractions between the dif-
ferent shards?

Execution sharding weak-
ens integrity because it no
longer relies on the majority
in the entire network to
reach consensus, but only
on the majority in each
shard. This makes it easier
for a malicious party to gain
control and provides an op-
portunity to tamper with or
manipulate the data han-
dled by the shard, which is
then distributed throughout
the network.

In addition, the network
design becomes more com-
plex due to the added com-
plexity of handling different
shards, which can introduce
new failure points or vulner-
abilities.

Use crash fault tolerance

In a Byzantine fault-tolerant
network, nodes collaborate
to validate data despite
faulty or malicious nodes,
leading to increased com-
munication. A crash
fault-tolerant mechanism
can be employed if all nodes
are trustworthy, reducing
the communication needed
for consensus.

» Chapter4.2.2

Is it certain that no partici-
pant will act maliciously?

Is there a high number of
nodes and a short block
time to significantly reduce
electricity consumption?

Increases the risk of a suc-
cessful attack on data integ-
rity, as only one malicious
actoris required.

Set the rate of fault
tolerance to a sufficient
level

The fault tolerance rate
specifies how many faulty
or malicious nodes the net-
work can tolerate before it
faces data inconsistencies
or failures. Lowering the
rate can decrease the com-
munication between nodes,
thereby reducing the com-
putational load in the net-
work.

» Chapter4.2.2

What is the lowest threshold
for the share of trusted
nodes?

Does the network have suf-
ficient transactions and vali-
dators to justify electricity
savings at the cost of re-
duced attack resistance?

Reducing fault tolerance in
a blockchain network can
increase the risk of success-
ful attacks on data integrity
since fewer malicious or
faulty nodes are needed to
compromise the network.

Table 5: Tools that involve a trade-off concerning the integrity property of a non-PoW network
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Non-PoW - Security: Availability

Data and system availability in a blockchain network is primarily
facilitated by decentralization. The following tools reduce the
degree of decentralization in various ways, targeting redundant
computation.

A lower number of nodes directly reduces redundant computa-
tions within the network, leading to a disproportionate reduc-
tion in electricity consumption and less communication over-
head between nodes. Serverless blockchains are another form of
centralization. They rely on limited cloud service providers for
their basic infrastructure. While this approach provides high

Tools Description

availability, it introduces potential outage risks associated with
these providers. In addition, rollups and data sharding introduce
a degree of centralization within subsets of the network. Rollups
consolidate transaction processing onto a single node operator,
while data sharding distributes data storage across a subset of
nodes in the network. These strategies effectively reduce the
electricity consumption for individual nodes by streamlining
transaction processing and data storage. However, they also
present challenges. For example, Rollups can only handle certain
types of transactions, and only a limited number of market-ready
implementations are available.

Design Question Main Trade-Off

Set the number of nodes

The decentralization of a

Can the number of nodes be

Reducing the number of

to the acceptable blockchain network is char- reduced without compro- nodes results in a more cen-
minimum acterized by the number of mising the required uptime tralized network, which af-
nodes, each of which must while maintaining the re- fects network availability by
compute the same number quired availability? increasing the risk of system
of operations. Therefore, re- failure or data loss.
; Does the node consume
ducing the number of nodes . . -, .
o . enough electricity to merit In addition, centralizing the
sufficient to achieve the re- . .
. ) the reduction? network can lead to a higher
quired uptime reduces the . .
risk of transaction censor-
number of redundant com- . .
A ship because communica-
putations and thus the net- Lo .
o tion is concentrated in fewer
work’s electricity consump- .
) nodes, compressing the
tion. S .
availability of the services.
» Chapter3.2.2
Introduce serverless In serverless blockchains, Is it possible to enforce the The effects on the network’s
blockchain nodes are hosted by cloud use of a serverless infra- availability by limiting the

service providers, which al-
lows computing resources
to be elastically adjusted
based on current transac-
tion throughput rather than
continuously tuned for peak
capacity. In addition, the
high reliability and availa-
bility of cloud services can
potentially reduce the num-
ber of nodes required.

» Chapter3.5

structure? infrastructure to only a few
cloud service providers are
unclear (Keller and Konig

2014).

Are there significant and
predictable variations in
transaction throughput?
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Tools

Description

Design Question

Main Trade-Off

Introduce rollups

Rollups aggregate transac-
tions through a single or few
rollup operators, which
store proof of their correct-
ness on the main block-
chain. Verifying these aggre-
gated proofs is less compu-
tationally intensive than
verifying individual transac-
tions, reducing electricity
consumption for other
blockchain nodes.

» Chapters4.2.2and 4.3

Is there a subset of transac-
tions that do not have very
high requirements for avail-
ability guarantees?

Is the number of network
nodes and potential for
transaction aggregation in
rollups sufficient to justify
the computational over-
head for the rollup opera-
tor?

Rollups centralize transac-
tion processing on a single
node or a few nodes, in-
creasing the risk of censor-
ship and introducing poten-
tial single points of failure.
However, the integrity and
long-term availability of
transactions remain secure
because proofs are stored
on the main blockchain,
preventing malicious be-
havior and allowing manual
transaction processing.

Introduce data sharding

Sharding is a scalability ap-
proach that divides a block-
chain network into smaller,
more manageable units
called “shards”. With data
sharding, each shard has its
own data storage. The
transferred data is only vali-
dated and stored within a
shard, reducing total elec-
tricity consumption.

» Chapter4.2.2

Are the availability guaran-
tees still sufficient when
only a part of the network
stores the data?

Would I have too many in-
teractions between the dif-
ferent shards?

Data Sharding impacts data
availability because the
datais only held by one part
of the network instead of
being distributed through-
out the network.

Table 6: Tools that involve a trade-off concerning the availability property of a non-PoW network
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Non-PoW - Performance

In a non-PoW network, performance is closely related to the

computational load that each node handles. Adjusting block size

and block time to reduce the network’s potential throughput

results in an almost proportional decrease in computation and

memory utilization. In addition, minimizing transaction

Tools

Description

complexity directly affects the computation a node must
perform. The effect on electricity consumption is marginal as
long as only computation and memory usage are reduced.

However, it becomes much more significant when these changes

result in reduced hardware requirements, allowing the use of

more electricity-efficient devices.

Design Question

Main Trade-Off

Set block size to the
acceptable minimum

Network throughput re-
quirements are often based
on peak situations, resulting
in hardware oversized for
average throughput. There-
fore, reducing the block size
reduces the maximum
throughput while reducing
the hardware requirements
for the nodes, allowing for a
more electricity-efficient
hardware configuration.

» Chapter4.2.2

Can the network’s
maximum throughput be
reduced?

How low can the maximum
throughput be?

Reducing the block size
reduces the maximum
throughput of the network
and may increase latency
when the network is operat-
ing at maximum capacity.

Setblock timetoa
feasible maximum

Block time determines the
average transaction pro-
cessing time for a block-
chain. However, not all data
needs to be processed
immediately, so increasing
block time could reduce
electricity consumption and
coordination overhead,
directly impacting compu-
tational load.

» Chapter4.2.2

Can the network’s maxi-
mum throughput be
reduced?

Can transactions be pro-
cessed with higher latency?

How high can the maximum
latency be?

Increasing block time
directly decreases the
network’s maximum
throughput and increases
the average latency of
transaction processing.

Set transaction
complexity to the
feasible minimum

Reducing the maximum
transaction complexity
directly reduces the
maximum computational
load caused by peaks

and thus can reduce the
hardware requirements of
participating nodes.

» Chapter4.2.2

Do all computations need
to be performed on the
blockchain?

Are there calculations
executed on the blockchain,
or only the information
stored?

The same transaction may
need to be executed with
multiple smart contract
executions due to limited
transaction complexity.
However, these executions
are performed sequentially,
one after the other, in
separate blocks, increasing
transaction duration and
directly impacting network
performance.

Table 7: Tools that involve a trade-off concerning the performance property of a non-PoW network
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4.3.2 Tools for Electricity-Efficient Proof of Work
Networks

In the case of PoW blockchains, the main influencing factoris a
reduction in hash performance, which directly leads to a reduc-
tion in electricity consumption. This focus arises because miners
dominate the majority of electricity consumption in a PoW net-
work, as other entities within the network contribute only a

Electricity used by
all consensus
participants (miners)

%?_33

Figure 15: Tools for designing an electricity-efficient PoW network

59 Designing Electricity-Efficient Blockchain Networks

necessary minimum

Limit issuance rate for
| % mining rewards to the

Select computational
problems that favor more
expensive hardware

small fraction of consumption in comparison. Therefore, the
proposed measures target the economic decisions of miners by
changing their revenue and cost structures to incentivize lower
electricity usage (Figure 15.). However, it should be noted that
even though we have identified these tools to reduce the elec-
tricity consumption of a PoW network, the consumption would
still be extremely high compared to a non-PoW network. There-
fore, the use of a PoW network should be carefully considered.

Economic Security




We have identified two design choices that directly affect the economic decisions of miners and, in turn, influence the network’s over-

all security . Firstly, the rate of issuance for mining rewards can be reduced. This measure impacts the miner’s income, likely prompt-

ing them to lower their electricity consumption. The second design decision involves selecting a computational problem that in-

creases the hardware-to-electricity cost ratio. This approach encourages miners to invest in more expensive and specialized ASIC

hardware, thereby reducing the overall electricity consumption of the network.

Tools

Description

Design Questions

Main Trade-Off

Limit issuance rate for
mining rewards to the
necessary minimum

The revenue distributed by
the network gives miners in-
centives to invest more re-
sources in the consensus
mechanism. Thus, reducing
mining rewards can encour-
age fewer miners to partici-
pate in the consensus
mechanism with less effort,
leading to less electricity
used as a scarce resource.

» Chapter4.2.1

Can the guarantee for the
system’s integrity, i.e., the
cost to obtain 51% of the
hash rate, be reduced?

Are there other significant
income streams for miners
in addition to mining re-
wards?

Reducing the miner’sin-
come immediately reduces
the amount of hash power a
miner provides, thus reduc-
ing the network’s security
and making a successful at-
tack on the network more
feasible.

Select computational
problems that favor more
expensive hardware

The computational problem
defines the most appropri-
ate hardware. Accordingly,
the choice of the computa-
tional problem can influ-
ence the miner’s equipment
by favoring specialized ASIC
hardware and thus the
share of income spent on
electricity.

» Chapter4.2.1

Does the higher initial cost
of a 51% attack due to the
cost of specialized hard-
ware, coupled with the
lower operating cost (due to
lower recurring electricity
costs), change the integrity
guarantees of the system?

Does this introduce a cen-
tralization in hardware pro-
duction which could lead to
a centralization in mining
operations?

A non-ASIC-resistant con-
sensus mechanism can re-
duce security by increasing
the concentration of mining
power and favoring the ven-
dors of this specialized
hardware. It also leads to
higher entry barriers since
this specialized hardware is
expensive and resource-in-
tensive. Such a centraliza-
tion of consensus power can
increase the risk of a suc-
cessful 51% attack.

Table 8: Tools that involve a trade-off concerning the security property of a PoW network
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three aspects
were initially defi

ckchain can run
group of trusted entities. Thus,
a sufficient number of nodes is required, which can only be
achieved if the hardware requirements for nodes are limited
to a certain degree.

m Decentralization is ac
without dependingonas

m Scalability of a system is achieved when the system itself can
process more transactions than an individual node can pro-
cess. This is desirable because end user’s hardware is typical-
ly constrained when decentralization is one of the design ob-
jectives.

m Security is achieved if the system is resistant to an attacker
with resources of the magnitude of the system itself, e.g., in
terms of computational (PoW) or economic (PoS) power.

The Interrelationship of the Established Blockchain
Trilemma

In the early days of blockchain development and research, these
properties were seen as binary categories, i.e., a property was ei-
ther fulfilled or not fulfilled, and the main blockchain design con-
cepts could only achieve two of the three aspects. For instance,
both Bitcoin and Ethereum were deemed as decentralized and
secure while not being scalable (more nodes did not mean high-
er throughput) and having a low throughput of typically only a
few transactions per second.

Other blockchains that focused on scalability were also consid-
ered secure but achieved high transactional throughput by rely-
ing on more performant and, thus, more centrally operated in-
frastructure. In this sense, these solutions, including private per-
missioned blockchains, sacrifice d
participation to a sele

tralization by limiting the

Outdated
e aspects of the trilemma are

ry options, but rather as more nuanced
ifferent degrees of satisfaction, allowing for a

ider variety of trade-offs between particular levels of these as-
pects. In addition, the understanding of some aspects of decen-
tralization, and probably even more so of scalability and security,
has evolved and become more complex. For example, networks
such as Solana or Polygon, which are more scalable and decen-
tralized than the permissionless networks that existed when the
original trilemma was formulated, while maintaining a high level
of security, have emerged. This raises the question of whether
the Trilemma, which is still popular and widely accepted but was
conceived as a decision between binary options, is still applica-
ble today as the view on these aspects is becoming more fine-
grained to include a panoply of novel findings from new design
choices and the current state of research. These new complexi-
ties are also reflected in the results of this study.

More specifically, the new complexity is reflected in the analysis
of the design parameters, as shown in Table 4 in Section 4.3,
which leads to four insights based on the impact of design
options on different objectives in a non-POW network:

m Increasing performance compromises availability: Design
parameters that increase performance and thus lead to high-
er hardware requirements can decrease the network’s availa-
bility by reducing the number of participating nodes due to
the higher entry barriers, resulting in a more centralized net-
work (Gallersdorfer et al. 2022; Platt et al. 2021). In addition,
setting the block size too large and the block time too short
can resultin not all nodes receiving new proposed blocks, in-
creasing the risk of network fragmentation and compromis-
ing integrity (KannengieRer et al. 2021). Similarly, increasing
the number of nodes can lead to a similar trade-off between
performance and availability (Rieger et al. 2022).

m Increasing integrity reduces performance: Consensus
mechanisms with higher fault tolerance can reduce the net-
work’s performance since additional communication over-
head is introduced (Sedlmeir et al. 2021a).




= Reducing the environmental impact affects performance
and security: Lowering environmental impact conflicts with
performance and security. As our analysis of the electricity
consumption of a blockchain network has shown, all design
parameters increase the overall computational overhead
within the network, which directly impacts its electricity
consumption.

m Sharding and rollups can mitigate the trade-offs: Both
techniques aim to improve network efficiency, resulting in
better performance with fewer trade-offs. In addition, ZK
rollups can enhance confidentiality. However, despite their
advantages, these solutions cannot fully address all the
trade-offs the revised blockchain trilemma presents.

After reflecting on the four key insights from exploring the
interplay between different design options in a non-PoW network,
itis clear that a new approach to the Blockchain Trilemma is
needed. The newly identified complexities require a more
nuanced model that considers the significant trade-offs between
performance, security, and environmental impact. In Figure 16
below we present our Revised Trilemma. It is reformulated to in-
corporate the newly identified trade-offs and provides a more ac-
cessible way to designing blockchain networks with electricity
efficiency in mind.

Environmental
Impact

O ©

Performance ([ ) Confidentiality
Availability

Integrity

Figure 16: Our new revised blockchain trilemma, applicable to non-PoW blockchains. It
displays the area of design choices for blockchains and their effects as a field of tension
between environmental impact, performance, and security.
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Having established the theoretical underpinnings of our guide
and detailed its development process, we now move to a more
practical segment of this study: the application of our guide to
various use cases. The goal of this chapter is to put our guide into
practice by demonstrating its functionality in several case stud-
ies, each of which addresses a different aspect of digitization and
sustainability. Our case studies start with a decentralized elec-
tronic prescription system, where we apply our complete guide
in detail to a healthcare context. This is followed by a Green La-
beling case, which focuses on certifying the origin of electricity,
and a Self-Sovereign Identity (SSI) case, which addresses digital
identity management. The latter two serve to further illustrate
the underlying concepts of the first case.

5.1  Case Study: Electronic Prescription

In the healthcare industry, paper-based prescription manage-
ment efficiently reduces the risk of patient harm from incorrectly
issued prescriptions. In order to digitalize this process and also
take a patient-centric approach, Schlatt et al. (2023) present a
solution for electronic prescriptions based on Self-Sovereign
Identity (SSI) principles and blockchain technology.

The doctor writes the prescription and sends the e-prescription
with all the necessary details as a Verifiable Credential (VC) viaa
secure, end-to-end encrypted channel to the patient’s Digital
Wallet'". The patient can store this credential on their smart-
phone and present it to the pharmacy of their choice to verify the
authenticity of the e-prescription. By capturing the prescription
in a verifiable credential, there is no need to store sensitive infor-
mation in a centralized system or on the blockchain.

h

Doctor

BN
(9
=4

Verifiable
Credential

—

@ Creates

Blockchain

Patient

Although this approach ensures the integrity of prescription in-
formation, it does not provide a means to track the number of
times a prescription is filled. To prevent abuse through multiple
refills of the same prescription, a token associated with the
prescription is stored on a blockchain that serves as the data
infrastructure for this use case. The token contains only the
prescription ID and a value about the validity of the token,
preventing the recording of personal information. Thus, the un-
derlying architecture of the use case consists of two blockchains,
one to provide the data infrastructure for the SSI component and
the other to manage the tokens. In the following use case and
testing of the toolbox, we will focus on the data infrastructure
responsible for the tokens, as we have already discussed how to
design an SSI network to be electricity efficient. Figure 17 illus-
trates the infrastructure responsible for token management.

Stage 1: Use Case Analysis

Due to the critical nature and sensitivity of healthcare data, the
healthcare sector places high demands on IT services and their
underlying infrastructure. Defining these requirements allows us
to determine the necessary characteristics of the network to suit
the use case. To simplify the complex healthcare landscape, we
focus on three stakeholders: pharmacists, physicians, and pa-
tients. While each stakeholder needs access to the information
about the tokens, only doctors and pharmacists can write and
modify them. Integrity is essential for pharmacies, as they are
legally responsible for verifying the authenticity of a prescription
before dispensing the medication. We will analyze each aspect of
the use case’s data infrastructure requirements in detail below.

N\ ]
Pharmacist

Redeems <’

)

Verifiable
Credential

Prescription-ID
Redeemable (y/n)

Figure 17: Prescription Token Process - Steps for verifying and invalidating tokens on the blockchain

17 Self-Sovereign Identity (SSI) digital wallets are secure and private digital locations where individuals can manage and control their own digital identities, storing and selectively sharing personal data and credentials. We

introduce this concept in more detail in an additional use case.
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Confidentiality:

The strict decoupling of sensitive data from the prescription as a
credential and from the tokens means that no sensitive data is
processed on the blockchain, reducing the confidentiality re-
quirements to a minimum (S-5).

Integrity:

Prescriptions are sensitive documents that require high integrity
to ensure validity and authenticity. Their integrity depends on
the pharmacist always being sure

of their authenticity and validity, meaning that the prescription
has not yet been filled. To maintain the required level of integri-
ty, selecting a robust consensus mechanism that can effec-
tively detect and mitigate any malicious activity is critical,
ensuring the reliability of the token and the whole system (S-3).

Availability:

When it comes to availability, high reliability and accessibility are
crucial for healthcare applications. As a critical infrastructure,
our aim is for the system to achieve 99.99% uptime in a year (S-
1). In order to achieve this, we need to determine the required
decentralization of the network and possible node operators.
Scientific literature suggests that each pharmacist should op-
erate their own node, due to their economic interest and regu-
latory mandate to validate prescriptions (see for example Tayler
et al. (2022)). This will ensure that trusted stakeholders in the
healthcare ecosystem manage the network infrastructure. Doc-
tors and patients are not considered potential node operators in
this use case. The exclusion of physicians is in line with the spe-
cific requirements of the use case, and patients, as end users of
the system, should not face any barriers or obstacles to partici-
pating in this system. Assuming that each pharmacy in Germany
operates one node, we estimate a maximum of approximately
18,0000 nodes!®. Regarding the lower bound of nodes, the use
case does not specify any conditional constraints other than
the requirement of decentralization with multiple independ-
ent entities.

Performance:

First, we must assess the expected transaction volume to under-
stand the network’s anticipated workload and define the re-
quired performance specifications. For context, around 700 mil-
lion prescriptions are written and filled in Germany each year.
Analysis of prescription patterns shows that most transactions
occur during regular business hours on weekdays when doctors’
offices and pharmacies are open. Conversely, the volume of pre-
scriptions is significantly lower on weekends. For example,
about 5 million prescriptions are issued on a Monday, but only
about 200,000 on Saturday and Sunday combined®. Using these
numbers and a simple rule of thumb, we can roughly estimate
that the peak transaction rate during business hours is about
350 transactions per second, and during off-peak hours the
transaction rate drops to about five transactions per second
(P-1).

For user acceptance, token generation and validation must be
performed quickly. Studies show that longer processing times
lead to dissatisfaction, so the system must achieve a maxi-
mum processing latency of less than two seconds (P-9 and
P-8). Next, let us consider the complexity of the transactions.
Since the network only has to manage the tokens, the computa-
tional complexity is minimal. The computation carried out in
the network only includes the creation of the token when the
prescription is issued and its invalidation by the pharmacy
after the prescription has been filled (P-3). Since the infra-
structure only covers e-prescriptions, no other applications need
to be considered in this case study, and for simplicity, we assume
no changes in the number of transactions, transaction complexi-
ty, and the number of participants in the future (P-3).

Phase 2: Network Design

After defining the requirements for our use case, we can now
proceed with the design process. Since we are dealing with a de-
centralized network, we can assume that a blockchain-based in-
frastructure is suitable for this particular use case. Next, we fol-
low Hunhevicz’s decision model to determine the blockchain
type, which asks two questions: The first has to do with the iden-
tity of the participants. Since we are in a regulated environment
and only known and certified participants host the nodes, we
can opt for a permissioned network. This allows us to use a more
efficient consensus mechanism without Sybil resistance. The
second question relates to the accessibility of transactions and
the need for transparency and public accountability. Patients
need real-time visibility into the status of their prescriptions to
ensure trust and control over their prescriptions. Therefore, we
chose a public permissionless network for efficiency and to
allow us to customize the structure of the network for our use
case. As a blockchain framework, we propose to use Quorum,
which is flexible and performant enough for the use case and has
been successfully deployed in various public sector applications

18  https://www.abda.de/aktuelles-und-presse/zdf/, accessed 08.08.2023

19 https://fachportal.gematik.de/fachportal-import/files/gemSysL_eRp_V1.1.0.pdf, accessed 08.08.2023
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Evaluation of Design Choices:
Tools for Reducing Electricity Consumption

& Introduce execution
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The asterisk marks those design options,
which can only be used in a permissioned network

Figure 18: Evaluation of design choices for an electricity-efficient design of an electronic
prescription system.
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Set the number of nodes to the necessary mini-
mum: In this case study, we initially assumed that
individual pharmacists would host the nodes,
which is also supported by the literature. Taking
this idea further and assuming that each pharmacy should host
a node, this would result in approximately 18,000 full nodes in
Germany. Since each node must be able to handle the high
transaction volume, high performance nodes are required, re-
sulting in a high node count network with high electricity con-
sumption. However, we can significantly reduce the number of
nodes while still providing the required data availability. In a
highly regulated environment such as healthcare, trusted insti-
tutions could collectively operate a sufficiently decentralized
network. These entities can ensure that their nodes are always
highly available, resulting in high levels of availability even with
a small number of nodes, as long as they are hosted by different
data providers. In our use case, this could be done by the sixteen
regional associations of pharmacists, which reduces the network
size to this same number.

C/‘B Introduce serverless blockchain: Transaction
& throughput varies dramatically over the course of a

week, but each node must always be powerful

enough to handle transaction peaks. However, this
high-performance hardware sits idle during off-peak hours, con-
suming more electricity than the hardware needed to handle the
reduced workload. A serverless blockchain effectively solves this
problem. By dynamically scaling based on actual load, the sys-
tem avoids the need to maintain high-performance servers at all
times. This approach allows hardware to be scaled up during pe-
riods of high demand, while only allocating the necessary hard-
ware during idle periods, significantly reducing average electrici-
ty consumption.

Introduce rollups: In this use case, the introduc-

tion of rollups would not lead to a reduction in the

network’s electricity consumption. This is because

after reducing the number of nodes, the network
does not have enough redundant computations to compensate
for the high computational cost of a ZK rollup, even with the high
number of transactions performed within the network (see our
excursus in Chapter 3). Furthermore, implementing a rollup may
conflict with the requirements of our use case. Prescription to-
kens would be handled by a central rollup, which contradicts the
underlying concept of computing the prescription by a distribut-
ed network.

Introduce execution or data sharding: Although
. theoretically possible, implementing a sharding

BB®E  solutioncanbe challenging. Depending on the im-

plementation, the network would be divided into
regional shards that would need to communicate with each
other to ensure a patient’s choice of pharmacy. Furthermore, the
benefits of dividing the network also decrease as the number of
nodes is significantly reduced, making sharding unsuitable for

this use case.



@ @ Use crash fault tolerance: Given the high data in-
tegrity requirements of our use case, crash fault
@ tolerance alone is not sufficient. Even with trusted
entities responsible for proposing and validating
transactions, we must ensure that the network can withstand
faulty transactions. For this reason, we require Byzantine fault
tolerance in the network.

will not provide significant savings and could po-

tentially make the network more susceptible to failures because

Set rate of fault tolerance to an acceptable
minimum: Due to the small number of nodes,
even a considerable reduction in fault tolerance

fewer nodes would be involved. Therefore, we should aim for
high fault tolerance rates.

N Set block size and block time to a feasible level:
@ The infrastructure must always ensure that it pro-
&« 3 cesses transactions within two seconds. Therefore,

an adjustment of these parameters in order to re-
duce electricity consumption would run the risk of not providing

sufficient buffers for unexpected peaks in demand to ensure that
transactions are processed within this time frame.

Set transaction complexity to the necessary
s minimum: The transactional complexity handled
%}:} on the blockchain is minimal, as the infrastruc-
tureis only used to create and handle prescription
tokens, and the network operates solely for that purpose.

Evaluation

This e-prescription case highlights the importance of consider-
ing electricity efficiency in network design and demonstrates
how a thoughtful approach can lead to functional and sustainable
blockchain solutions. Understanding the unique specifications
of this use case is essential, as this can both influence design
options and directly mitigate the computational effort of each
node.

The case study also shows that the toolbox can address existing
misconceptions in the literature, such as the assumption that
every doctor or pharmacist needs to run a node. Especially in
regulated sectors such as healthcare, there is potential for
collaboration between trusted institutions to create a decentral-
ized, yet electricity-efficient data infrastructure that meets the
requirements of the use case.

5.2  Case Study: Green Labeling

Green labeling in the electricity sector aims to certify the origin
of the electricity consumed by users, ensuring that it is generat-
ed from renewable sources. This system combats the deceptive
practice of “greenwashing”, where non-renewable electricity is
mislabeled as renewable by purchasing certificates. To prevent
greenwashing and promote transparency, the use case leverages
blockchain technology to establish a tamper-proof, verifiable
record of a customer’s green electricity supply and consumption
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Set the number of nodes to the necessary minimum:
Balancing Availability and Electricity Consumption

Environmental
Impact

o

Availability

O -

The info box illustrates the decision-making process for

determining the required number of nodes, simplifying
the trade-off between availability and reduced environ-
mental impact. In the figure above, we have two bars
representing the network’s availability (left) and environ-
mental impact (right) properties. Each dot symbolizes a
specific network configuration, and the higher up the
dot, the higher the availability and electricity consump-
tion. Finally, the line represents the required availability
level for the use case. Design choices that do not meet
the requirements are not viable.

If each pharmacy had its own node, as suggested in the
literature, we would achieve an excess in the availability
property and this would also result in high electricity
consumption due to the extreme redundancy. However,
reducing the number of nodes too drastically (2) will
jeopardise the required availability. For example, if par-
ticipation in the network is voluntary, this could result in
too few nodes and hence undermine the required level
of availability.

Our proposed design choice (3) involves the collabora-
tion of 16 regional associations that can provide high
availability nodes to provide the network infrastructure.
This collaborative approach provides the required integ-
rity while significantly reducing electricity consumption,
thereby balancing availability and electricity efficiency.



(Roth et al. 2022). This will guarantee customers the origin of the
electricity they consume, contributing to greater transparency
and acceptance of carbon accounting. By decentralizing the
data, this use case creates a cross-organizational platform that is
accessible to all stakeholders. In this way, the system promotes
data-driven value creation that is not limited to individual com-
panies that dominate the market, thus supporting the Energy
Transition by encouraging the involvement of all stakeholders.
Figure 19 provides a simplified overview of the process.

Stage 1: Use Case Analysis

The basic approach of storing high-resolution consumption and
production data on a blockchain is not feasible due to scalability
and privacy concerns. In particular, the processing of smart
meter data is highly regulated because it contains sensitive per-
sonal information, as this data, even when anonymized, can re-
veal details of an individual’s social and economic status (Hinter-
stocker et al. 2017). Therefore, this use case demands a high
level of data confidentiality (S-5). To address these issues, only
essential data should be written on the blockchain. This can be
achieved with a ZK rollup, which proves that a utility does not
sell more green electricity than was available during a certain
period. This proof is created by the customer’s utility company
and written to the blockchain. The utility provider processes sen-
sitive data separately from the blockchain, particularly the cus-
tomer’s electricity consumption in the given period. The utility
aggregates the electricity consumed by its customers into a sin-
gle proof, which is written to the blockchain every five min-
utes in a single transaction (P-1). Customers can then access
this proof to confirm that they have received the amount of
green electricity the utility provider states.

|
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the electricity
supplier
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In this use case, the infrastructure serves primarily as a storage
repository for later verification by the customer. As such, the re-
maining infrastructure requirements are relatively modest. The
use of zero-knowledge proofs ensures the correctness of the
data, as the proof itself verifies the information, reducing the in-
tegrity requirements on the infrastructure. Similarly, since the
original data is stored by the utility company, availability re-
quirements are also kept low.

In addition, by aggregating all customer data into a single proof,
each utility only performs one transaction on the blockchain
every five minutes, regardless of the size of its customer base.
This allows the required performance of the network to be kept
at avery low level, even if the infrastructure is deployed nation-
wide (Sedlmeir et al. 2021c). For example, there are about 1500
utility providers in Germany?. If all of them participated, this
would result in about 300 transactions per minute, or only 5
transactions per second. Furthermore, the latency require-
ments are also low, as the data stored on the blockchain is only
used for subsequent verification and is not time-sensitive. Final-
ly, the complexity of the transaction is low as well, because
only the proof, a simple data object, is stored.

Stage 2: Network Design

Due to its low performance and confidentiality requirements, the
use case could be deployed on a public permissionless network
such as Ethereum. However, to illustrate the toolbox, we design
a public permissionless blockchain using the Quorum frame-
work.

7
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Retrieves Proof
of origin
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Figure 19: A high-level overview of the use case’s data infrastructure

20 https://www.bundesnetzagentur.de/DE/Fachthemen/ElektrizitaetundGas/Monitoringberichte/start.html, accessed 08.08.2023
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Evaluation of Design Choices:

Integrity
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Figure 20: Evaluation of design choices for an electricity-efficient
design for a Green Label case.
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Reduce the number of nodes: Although every util-
ity must run a rollup operator, they do not all need
to participate in the network, especially since the
availability requirements are relatively modest.
Therefore, a relatively small number of nodes operated by repu-
table entities, such as local authorities, non-governmental or-
ganizations, and transmission system operators, should provide
a trusted and sufficiently decentralized environment among all
stakeholders.

Implement a serverless blockchain: The number
of transactions remains fixed, with utilities continu-
ously sending a transaction every five minutes; the
benefits of scaling computing power are limited.

Implement rollups: ZK rollups are already
implemented in the system to ensure data confi-
dentiality.

Implement sharding: Computational and data
sharding may be possible by partitioning the sys-
tem at the regional level. However, due to the limit-
ed throughput and number of nodes, the reduction
in computational load on each node is negligible, resulting in
only a small potential reduction in electricity consumption.

Q% @

)
a0

@ @ Switch to crash fault tolerance: When only relia-
ble nodes are participating in the network, crash
@ fault tolerance may be sufficient because the ze-
ro-knowledge proof ensures the integrity of the
green labels. However, as transaction volume and decentraliza-
tion decrease, the impact on electricity consumption is limited.
Minimize fault tolerance rate: Similar to crash
fault tolerance, a reduction may be possible de-
pending on the node operators involved, but the
reduction in electricity savings is negligible.

Set block size to the feasible minimum and
block time to a feasible maximum: Due to

the very high aggregation of individual transac-
tions, each utility only writes one transaction to
the blockchain every five minutes, ensuring high
predictability and matching the throughput of
the network to the required level by adjusting
block time and block size.

g

Ge =

Set transaction complexity to the feasible
minimum: Minimal transaction complexity is
achieved as the blockchain only stores the ZKP.



Evaluation

Indeed, this case study demonstrates how analysis of the use
case helps to derive the requirements, and based on that, devel-
op a decentralized data infrastructure that meets those require-
ments. By carefully considering the needs of the green labeling
use case, we were able to derive what data needs to be stored
on the blockchain and what data needs to be processed by the
utility. Since electricity consumption is highly sensitive data and
requires a high level of confidentiality, it can be stored on a
blockchain by obfuscating it through Zero Knowledge. In addi-
tion, this solution allows a large amount of data to be aggregat-
ed into a single transaction, reducing the overall volume of data
stored in the blockchain, thereby easing the integrity and perfor-
mance requirements on the infrastructure. This is where our
toolbox can help find the right network configuration. Our tool-
box enables iterative refinement of the network design, finding a
balance between performance, security, and reduced environ-
mental impact.

5.3  Case Study: Self-Sovereign Identity

As digital services continue to proliferate with digitalization pro-
gresses, a secure digital identity becomes critical. One promising
solution is Self-Sovereign Identity (SSI), a concept in which users
control their decentralized digital identities. Information is
exchanged via verifiable, cryptographically signed credentials
issued by trusted entities (Sedlmeir et al. 2021b). The Blockchain
Machine Identity Ledger (BMIL) project?, which focuses on the
needs of the energy sector, exemplifies the utility of SSIin the
context of the machine economy. It proposes a decentralized,
blockchain-based system for managing machine identities, elim-
inating the need for centralized records and benefiting industries
with numerous interconnected devices.

SSl allows identity holders to authenticate themselves and pro-
vide credentials in a bilateral communication channel without
exposing excessive personal information. It uses Verifiable Cre-
dentials, where trusted entities, issuers, provide attestations of
identity attributes. A verifier can securely validate these creden-
tials while preserving the privacy of the holder, ensuring a secure
identity authentication system. Only public information about
theissuer is openly stored in the Verifiable Data Registry, which
is used to verify the authenticity of the credentials and can be a
blockchain-based system (see Figure 21).

Stage 1: Use Case Analyses

The data infrastructure in the SSI use case serves a clear func-
tion: to act as a verifiable data registry for storing public infor-
mation related to the issued credentials, such as the structure of
averifiable credential. As such, the infrastructure is the founda-
tion for the integrity and authenticity of verifiable credentials,
even though it does not store personal data. By leveraging the
properties of blockchain technology, such as immutability,
transparency, and decentralization, the data infrastructure en-
sures the secure and tamper-proof storage of public information,
such as theissuer’s public key, which is critical to verifying the
authenticity of credentials (S-2 + S-5). This information is ac-
cessed each time a credential is presented to verify its integrity,
requiring robust IT security for the data infrastructure. A block-
chain-based data infrastructure is well suited to meet these
stringent IT security requirements due to its inherent properties
of immutability, transparency, and decentralization. The data
stored in the infrastructure must always be available to ensure
credential holders can use the issued credential (S-1).

_ —
Issuer —— ﬁ——) Holder —— Verifier
Issues Presents
credentials credentials
Verifies keys and ifi
schemas y Verifies keys and schemas \S/:r:gﬁz:eys and

~—s

Figure 21. The fundamental architecture of an SSI-System

Verifiable data registry

-

21  https://future-energy-lab.de/projects/blockchain-machine-identity-ledger/, accessed 08.08.2023
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By retaining personal data in the credential, confidentiality of
the data exchanged in the credentials is maintained as only
public data is stored on the blockchain. Furthermore, by keeping
the data stored in the credential off-chain, the amount of data
and thus the required transactional workload on the blockchain
is reduced. The immutability of the ledger and the consensus
mechanism ensures the integrity of the credential issuer’s
information, thereby preserving the validity of a credential.
Thus, the SSI concept places high demands on the integrity of
the infrastructure, as any successful attack on this information
would callinto question the credibility of all issued credentials.
Consequently, the credibility of all issued credentials depends
on the integrity of the data stored in the ledger, such as the
signed key used. In addition, the infrastructure should provide
transparent and immutable logs of changes to the data. This al-
lows for effective auditing and can help detect and investigate
any malicious activity.

The performance requirements for this use case are minimal,
mainly because only infrequent updates, such as those related
to anissuer’s public information, are written to the blockchain.
On the other hand, creating new issues does not cause any writ-
ing to the blockchain when the credentials are exchanged as ver-
ifiable credentials. This is demonstrated by Sovrin, one of the
most actively used identity ecosystems, which records less than
100 write transactions per day (P1)?2. However, it is essential to
note that the number of read accesses significantly outweighs
the number of write transactions, as each credential presenta-
tion results in at least one read access. Therefore, the system
design must account for a high frequency of read activity.

Stage 2: Network Design

A public, permissionless blockchain based on Hyperledger Indy
is the most appropriate option for this use case. Hyperledger
Indy, with its strong emphasis on SSI, provides the necessary
tools and functionalities to build the underlying infrastructure
and meet the specific requirements of the use case. It is widely
used in practice within various decentralized digital identity eco-
systems, such as Sovrin or IDUnion.

22 https://sovrin.org/ssi-metrics-dashboards/, accessed 08.08.2023
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Evaluation of Design Choices:

Integrity

Main Trade-Off Property
Availability

Performance

*

Tools for Reducing Electricity Consumption

| a Introduce execution
sharding
o e
| ©, © Use crash fault
* @ tolerance
Set rate of fault

tolerance to an
acceptable minimum

Set the number of
nodes to the
acceptable minimum

Introduce serverless
blockchain

Introduce rollups

Introduce data
sharding

Set block size to the
necessary minimum

Set block time to a
feasible maximum

Set transaction
complexity to the
necessary minimum

& O

applicable

not applicable

The asterisk marks those design options,
which can only be used in a permissioned network

Figure 22: Evaluation of design choices for an electricity-efficient
network design for the SSI case.
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D 0O Introduce data or execution sharding: Sharding,
which divides the network into small shards, is not
D O recommended for the SSI use case. The small
amount of data on the ledger, combined with the
a need for a high level of availability and integrity,
make sharding less suitable as it can negatively im-
pact the overall availability of the system.

Minimize the number of nodes: In an SSI network,
hosts are typically highly trusted organizations
within the ecosystem, such as banks, educational
institutions, NGOs, or corporations. These entities
have the necessary technical capabilities and a vested interest in
maintaining a self-sovereign identity system. Each of them can
provide a high guarantee of the availability of their node, elimi-
nating the need for a decentralized network with a large number
of nodes. This is comparable to current implementations of the
SSI network, such as Sovrin, which limits itself to 25 nodes.

benefits in reducing electricity. However, adopting a

serverless infrastructure can increase the availability of the net-
work as long as the nodes are hosted on different cloud providers.

Introduce serverless blockchain: Due to the limit-
ed number of transactions written to the block-
chain, a serverless blockchain does not offer direct

Implement rollups: Hyperledger Indy does not
support rollups.

@ @ Use crash fault tolerance and reduce rate of fault
tolerance to an acceptable minimum: Given the
@ high integrity requirements and low transaction
volume in the SSI use case, the modest savings in
computational workload obtained by switching to crash fault
tolerance and setting a modest rate of fault tolerance does not

justify compromising data integrity.

Set block size to the feasible minimum and
block time to the feasible maximum: The
selected blockchain framework, Hyperledger Indy,
does not allow the block size and block time to be
changed, so both values cannot be adapted to the
requirements of the use case.

Set transaction complexity to the feasible
minimum: There is no option for reducing transac-
tion complexity.



Evaluation

The results of this use case highlight the importance of accurate-
ly defining network design requirements in the context of
self-sovereign identity (SSI). Hyperledger Indy is tailored to SSI
use cases, enabling a data infrastructure that meets high integri-
ty and availability requirements. However, its specialization lim-
its potential tools for reducing electricity consumption to those
that affect the number of nodes and thus network decentraliza-
tion. However, there are alternative ways to decrease electricity
consumption, such as using highly efficient servers, since the
nodes have low performance requirements. By carefully consid-
ering the specific requirements of the use case and using appro-
priate tools and configurations, we can achieve an electricity-ef-
ficient network design for SSI applications. These findings high-
light the importance of aligning the network infrastructure with
the unique requirements of the use case to optimize energy effi-
ciency while ensuring the desired functionality and security.







As digitalization advances, it places increasing demands on the
underlying data infrastructure, including the need for decentral-
ized systems like blockchain technology. Such requirements,
however, do not inevitably lead to increasing electricity con-
sumption. Contrarily, our study challenges the common miscon-
ception that high electricity consumption is an inherent feature
of the blockchain technology. Instead, we have argued that con-
scious network design, as demonstrated by Ethereum’s transi-
tion from PoW to PoS, can significantly reduce the network’s
electricity consumption. Our study explores technological ad-
vances that offer promising solutions for significantly reducing
the electricity consumption of blockchain networks.

Innovation in Electricity Efficiency for Blockchain Networks
Technological advances continue to provide new design options
to reduce electricity consumption, and these are not limited to
changes in the consensus mechanism. We have identified sever-
al approaches to reducing the electricity consumption of a
blockchain network, especially when using a non-PoW consen-
sus mechanism. Our findings have shown that critiques of high
electricity consumption in PoW networks cannot be directly ap-
plied to non-PoW networks, such as Ethereum or permissioned
blockchains. Such knowledge is critical to the proper application
of blockchain technology, allowing for informed decisions in de-
signing and selecting an appropriate blockchain network.

While it is undisputed that a decentralized infrastructure may
consume more electricity than a centralized server architecture;
if a use case requires the unique features of a blockchain net-
work, such as data redundancy or the decentralized consensus
mechanism, this additional electricity consumption may be con-
sidered worthwhile and with careful design, consumption can
remain modestly low. Our study provides guidance on how to
provide an electricity-efficient and appropriate infrastructure for
a use case, while taking advantage of these unique features of
the technology.

Key Contributions and Insights from the Study

Our study makes a meaningful contribution to the current dis-
course on blockchain technology and its environmental impact,
primarily through two novel outputs: a schematic illustration of
the main parameters of electricity consumption in blockchain
networks, and a guide to designing an electricity-efficient block-
chain. By presenting the complex interrelationships of the vari-
ous parameters in a concise manner, our study provides a com-
prehensible overview of the various factors influencing the elec-
tricity consumption of blockchain networks. In doing so, we are
fulfilling one of the recommendations of the expert panel “Fach-
dialog Blockchain” (Culotta et al. 2022).

Our guide and toolbox also provide valuable assistance in
selecting appropriate design options for developing a block-
chain-based data infrastructure and our toolbox helps ensure
that the infrastructure meets the specific requirements of a use

75 Conclusion

case and promotes its electricity-efficiency. To our knowledge
this is the first study to provide guidance on reducing the elec-
tricity consumption of a blockchain network, thereby addressing
another recommendation identified by the expert panel.

Limitations and Future Scope of Research

A more detailed examination of the aspects that influence the
electricity efficiency of the network requires an accurate quanti-
fication of its electricity consumption. By measuring the
real-world electricity consumption of differently designed net-
works, future studies could inform a more fine-grained version of
the models presented in this study, thus filling this existing gap
in the understanding of electricity consumption in blockchain. In
addition, our toolbox includes emerging technologies and solu-
tions whose impact on electricity consumption has not yet been
thoroughly investigated. This highlights the critical need for
future research efforts to quantify the potential electricity con-
sumption reductions achievable through these new techniques.
Finally, the use of our toolbox requires a comprehensive under-
standing of blockchain technology, given the complex interac-
tions between different design choices. Another limitation of our
study stems from our intentional focus on the technical aspects
of the data infrastructure, particularly electricity consumption.
This focus has led us to exclude economic considerations,
including potential cost implications of certain design choices,
from our analysis. While our study provides a detailed examina-
tion of the technical side, a comprehensive analysis requires
considering both technical and economic factors. Future studies
should address these dimensions to provide a comprehensive
view of the issue, covering the economic and environmental suit-
ability of the technology.

Implications for Blockchain Stakeholders

Based on the results of the study, we present several suggestions
for different stakeholders to promote the electricity efficiency
and sustainability of blockchain technology:

m As our study does not cover all aspects of blockchain tech-
nology electricity consumption, we encourage researchers
to explore these areas further. Specifically, they could assess
the potential electricity savings of the design tools we identi-
fied or develop new methodologies to improve the electricity
efficiency of a blockchain. We also encourage the develop-
ment of new frameworks to compare different forms of data
infrastructure, allowing for a more comprehensive view of
their relative efficiencies. Finally, cross-disciplinary research
could help bring different perspectives on the electricity
efficiency, potential uses, and benefits of blockchain tech-
nologies and determine the circumstances under which ad-
ditional usage may be justified.
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m Standards organizations and policy makers could use the
results of this research to advance standardization, bench-
marking and regulation for blockchain technology. This
could include metrics for the electricity consumption or car-
bon emissions associated with different blockchains, allow-
ing companies or organizations using the technology to cal-
culate their carbon footprint. This work can also be used to
evaluate blockchain applications, especially in comparison
to alternative data infrastructures.

m Blockchain framework developers should also consider the
electricity consumption aspect of their software. In doing so,
they can incorporate features directly aimed at reducing the
amount of electricity consumed. Furthermore, they could
contribute to the overall sustainability of blockchain technol-
ogy by providing practical guidelines for electricity-efficient
designs and creating tools for users to monitor the network’s
power consumption.

m Both users and operators of a blockchain-based network
should consider various aspects of environmental impact,
such as electricity consumption or carbon emissions when
choosing a network. Our study allows for such conscious net-
work design. Our study shows that conscious network design
can reduce these impacts while ensuring suitability for spe-
cific use cases. In this way, users and operators can take ad-
vantage of the decentralized infrastructure while enhancing
the environmental sustainability of their operations. We also
suggest that users demand transparency from network oper-
ators about their electricity consumption. This would not
only enable an informed choice of networks but also incen-
tivize developers to consider electricity consumption as a
priority.

The actions recommended above should be taken collaboratively
by the different stakeholders, rather than individually. Further
research will certainly fill any remaining knowledge gaps. How-
ever, researchers will need to consider the demands of standards
organizations and policy makers. Moreover, blockchain frame-
work developers as well as the operators and users of the result-
ing networks have a unique ability to deliver invaluable insights
into the applicability, limitations and remaining shortcomings of
tools and regulations for the energy-efficiency of blockchains.
We, the German Energy Agency, hereby encourage all stakehold-
ers who have the power to influence the electricity consumption
of blockchains in any way to participate in an ‘alliance of the will-
ing’ and to join in a coordinated effort to maximize the sustaina-
bility of blockchain technology. Such an alliance requires an
appropriate ecosystem connecting the different stakeholders,
which we would gladly support by acting as an intermediary and
organizing the required formats and forums.




Concept

Definition

Application-specific in-
tegrated circuit (ASIC)

A purpose-built chip (or device) that is highly optimized for a specific use case, rather than a gen-
eral-purpose application. Often used for PoOW mining, such as in the Bitcoin network.

Availability The assurance that data and services are accessible when needed.

Block Size The maximum amount of data that can be contained in a single block on a blockchain. It directly
determines the throughput of a network, along with block time.

Block Time The defined amount of time before a new block, and thus data, is written to the blockchain. The
block time, together with the block size, determines the throughput of the blockchain.

Blockchain Adistributed and decentralized digital ledger that records transactions across multiple comput-

ers or nodes. Each transaction is stored in a block, which is linked to previous blocks, creating a
chain of blocks.

Blockchain Frameworks

Software stacks that allow you to create your own permissioned networks. They allow customiza-
tion to meet specific needs. Examples include Corda, Quorum, and the Hyperledger project,
which consolidates several projects such as Hyperledger Indy, Fabric, and Sawtooth.

Blockchain Platforms

Existing permissionless networks that can be utilized as the underlying data infrastructure for a
new use case, such as Ethereum and Polkadot.

Blockchain Type

A classification of blockchain types by decentralization, consensus mechanism (permissioned or
permissionless), and data access (private or public).

Byzantine Fault Toler-
ance (BFT)

A property of a blockchain network that allows it to operate correctly and reach consensus even if
some participating nodes are dishonest or exhibit malicious behavior, preventing them from
compromising the network’s integrity and functionality.

Confidentiality

The assurance that data access and disclosure is limited to authorized users and processes.

Consensus Algorithm

The specific process used by a network’s consensus mechanism to achieve agreement and deter-
mine the next valid block in the chain.

Consensus Mechanism

The algorithm or protocol used by a blockchain network to achieve agreement among partici-
pants on the state of the blockchain and validate transactions. It ensures the network’s integrity
and security.

Crash Fault Tolerance
(CFT)

A property of a blockchain network that enables it to function correctly and reach consensus even
if some nodes stop operating due to failures like network splitting or node crashes.

Data Infrastructure

It consists of hardware, software, and network layers specifically designed to manage, store, and
process data. Depending on the requirements of the use case, the infrastructure must be de-
signed to provide the necessary characteristics to ensure the functionality of the use case and can
be designed in a centralized or a decentralized approach, such as blockchain.
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Definition

Environmental Impact

The impact of digital infrastructure on the environment, most notably in terms of electricity con-
sumption, CO, emissions and e-waste.

Hash Puzzle

A computational problem that must be solved in the context of POW mining in order for the miner
to be allowed to propose the next block.

Integrity

The protection of data from unauthorized alteration, deletion, or addition to ensure its accuracy
and consistency.

Issuance Rate

The rate at which new digital coins are minted in a network. It is often defined by the network de-
sign and plays a critical role in determining the reward for participating in the consensus mecha-
nism.

Layer 1 Blockchain

A standalone blockchain network, complete with core logic and functionality. This includes the
consensus protocol and the immutable ledger of transactions that serves as the fundamental
building block for all operations on the network. Examples include Bitcoin and Ethereum.

Layer 2 Blockchain

A network built on top of a Layer 1 blockchain to increase scalability and throughput while reduc-
ing costs. Layer 2 solutions offload transactions from the main chain using mechanisms such as
rollups. A prominent example is Polygon, which uses Ethereum as its main network.

Node

A participant in a blockchain network that maintains a copy of the entire blockchain and partici-
pates in the validation and propagation of transactions. A light node downloads only part of the
blockchain, while a full node downloads the entire blockchain.

Performance

A property of the data infrastructure that ensures efficient and timely processing and delivery of
data to enable seamless operations. This may include aspects like the network’s latency, i.e. the
time it takes for a transaction to be processed by the network.

Proof of Authority (PoA)

A consensus mechanism used in permissioned blockchain networks where a pre-selected group
of nodes with known identities and authority validate transactions and create new blocks based
on their reputation or permissions.

Proof of Elapsed Time
(POET)

A consensus mechanism used in some permissioned blockchain networks where participants
compete to win the right to create new blocks by waiting for a randomly assigned waiting period,
simulating a fair lottery system.

Proof of Stake (PoS) A consensus mechanism where participants (stakers) validate transactions and create new blocks
based on the number of tokens they hold or “stake” in the network. It aims to achieve consensus
in a permissionless setting more energy-efficiently than PoW. Prominent examples include
Ethereum and Cardano.

Proof of Work (PoW) A consensus mechanism used in many public blockchains, such as Bitcoin or Dogecoin, where

participants (miners) solve computationally intensive puzzles to be authorized to validate trans-
actions and create new blocks, requiring significant computing power and therefore high electric-
ity consumption.

(Mining) Reward

Participation in the consensus mechanism can be rewarded by the network. Usually the reward
consists of transaction fees for the executed transactions and newly generated coins, the number
of which can be set in the design of the network.
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Definition

Rollups

Rollups aggregate transactions through a single or few rollup operators, which store proof of their
correctness on the main blockchain. Verifying these aggregated proofs is less computationally in-
tensive than verifying individual transactions.

Serverless Blockchain

In serverless blockchains, nodes are hosted by cloud service providers, which allows computing
resources to be elastically adjusted based on current transaction throughput rather than continu-
ously being tuned for peak capacity. In addition, the high reliability and availability of cloud ser-
vices can potentially reduce the number of nodes required.

Sharding Atechnique that divides a blockchain network into smaller partitions, or shards, in order to in-
crease its efficiency. Sharding can be categorized into data sharding, where data is partitioned,
and execution sharding, where transaction processing is divided. This can significantly increase
the network’s throughput and efficiency.

Smart Contract Self-executing contracts with predefined rules and conditions that are written as code and de-

ployed on a blockchain. They automatically enforce and facilitate the performance of contractual
agreements without the need for intermediaries.

Sybil Attack

An attack on a permissionless network in which a single entity creates numerous false pseudony-
mous identities to maliciously affect the functionality and integrity of the network. A Sybil-resist-
ant consensus algorithm can mitigate this threat.

Token

Aunit of value or digital representation that is used within a specific blockchain system. Tokens
can have various functions, including serving as a medium of exchange, representing ownership,
or providing access to a particular application or service.

Transaction

A data unit that represents an action or exchange of value on a blockchain. It can involve the
transfer of cryptocurrency, execution of a smart contract, or recording of any other relevant infor-
mation.

Transaction Complexity

The level of computational resources required to process and verify a transaction on a block-
chain. It depends on the type and composition of the transaction, including any associated smart
contracts or data operations.

Trusted Third Party
(TTP)

An intermediary entity relied upon by multiple parties to facilitate and ensure trust in transac-
tions. This reliance on a central entity may introduce vulnerabilities or central points of failure
within a system.

(Digital) Use Case

Adigital application or use of a digital system to achieve a specific goal or complete a specific
task.

Zero-Knowledge Proof
(ZKP)

A cryptographic method allowing one party to prove the validity of a statement to another party
without revealing additional information.
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